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Summary

CVE CVE-2022-30309

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 14:15:00 UTC

Updated 2023-08-10 08:15:00 UTC

Description In Festo Controller CECC-X-M1 product family in multiple versions, the http-endpoint "cecc-x-web-viewer-request-off" POST request doesn’t check for port syntax. This can result in unauthorized execution of system commands with root privileges due to improper access control command injection.

Risk And Classification

Problem Types: CWE-78 | CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Festo Controller Cecc-x-m1 - All All All

Hardware Festo Controller Cecc-x-m1-mv - All All All

Hardware Festo Controller Cecc-x-m1-mv-s1 - All All All

Operating System Festo Controller Cecc-x-m1-mv-s1 Firmware 4.0.14 All All All

Operating System Festo Controller Cecc-x-m1-mv-s1 Firmware All All All All

Operating System Festo Controller Cecc-x-m1-mv Firmware 4.0.14 All All All

Operating System Festo Controller Cecc-x-m1-mv Firmware All All All All

Hardware Festo Controller Cecc-x-m1-y-yjkp - All All All

Operating System Festo Controller Cecc-x-m1-y-yjkp Firmware All All All All

Hardware Festo Controller Cecc-x-m1-ys-l1 - All All All

Operating System Festo Controller Cecc-x-m1-ys-l1 Firmware All All All All

Hardware Festo Controller Cecc-x-m1-ys-l2 - All All All

Operating System Festo Controller Cecc-x-m1-ys-l2 Firmware All All All All

Operating System Festo Controller Cecc-x-m1 Firmware 4.0.14 All All All

Operating System Festo Controller Cecc-x-m1 Firmware All All All All

Hardware Festo Servo Press Kit Yjkp - All All All

Hardware Festo Servo Press Kit Yjkp- - All All All
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Hardware Festo Servo Press Kit Yjkp- - All All All

Operating System Festo Servo Press Kit Yjkp- Firmware All All All All

Operating System Festo Servo Press Kit Yjkp Firmware All All All All

References

Reference Source Link Tags

VDE-2022-020 | CERT@VDE CONFIRM cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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