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Summary

CVE CVE-2022-30312

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-07 18:15:00 UTC

Updated 2022-09-16 18:01:00 UTC

Description The Trend Controls IC protocol through 2022-05-06 allows Cleartext Transmission of Sensitive Information. According to FSCT-2022-0050, there is a Trend Controls Inter-Controller (IC) protocol cleartext transmission of credentials issue. The affected components are characterized as: Inter-Controller (IC) protocol (57612/UDP). The potential impact is: Compromise of credentials. Several Trend Controls building automation controllers utilize the Inter-Controller (IC) protocol in for information exchange and automation purposes. This protocol offers authentication in the form of a 4-digit PIN in order to protect access to sensitive operations like strategy uploads and downloads as well as optional 0-30 character username and password protection for web page access protection. Both the PIN and usernames and passwords are transmitted in cleartext, allowing an attacker with passive interception capabilities to obtain these credentials. Credentials are transmitted in cleartext. An attacker who obtains Trend IC credentials can carry out sensitive engineering actions such as manipulating controller strategy or configuration settings. If the credentials in question are (re)used for other applications, their compromise could potentially facilitate lateral movement.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Honeywell Trend Iq411 - All All All

Operating System Honeywell Trend Iq411 Firmware All All All All

Hardware Honeywell Trend Iq412 - All All All

Operating System Honeywell Trend Iq412 Firmware All All All All

Hardware Honeywell Trend Iq422 - All All All

Operating System Honeywell Trend Iq422 Firmware All All All All

Hardware Honeywell Trend Iq4e - All All All

Operating System Honeywell Trend Iq4e Firmware All All All All

Hardware Honeywell Trend Iq4nc - All All All

Operating System Honeywell Trend Iq4nc Firmware All All All All

References

Reference Source Link Tags

Honeywell Trend Controls Inter-Controller Protocol | CISA MISC www.cisa.gov

Blog - Forescout MISC www.forescout.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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