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Summary

CVE CVE-2022-3033

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description If a Thunderbird user replied to a crafted HTML email containing a <code>meta</code> tag, with the <code>meta</code> tag having the <code>http-equiv="refresh"</code> attribute, and the content attribute specifying an URL, then Thunderbird started a network request to that URL, regardless of the configuration to block remote content. In combination with certain other HTML elements and attributes in the email, it was possible to execute JavaScript code included in the message in the context of the message compose document. The JavaScript code was able to perform actions including, but probably not limited to, read and modify the contents of the message compose document, including the quoted original message, which could potentially contain the decrypted plaintext of encrypted data in the crafted email. The contents could then be transmitted to the network, either to the URL specified in the META refresh tag, or to a different URL, as the JavaScript code could modify the URL specified in the document. This bug doesn't affect users who have changed the default Message Body display setting to 'simple html' or 'plain text'. This vulnerability affects Thunderbird < 102.2.1 and Thunderbird < 91.13.1.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Security Vulnerabilities fixed in Thunderbird 102.2.1 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Thunderbird 91.13.1 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160114 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6708)

160116 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6717)

160176 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6710)

182277 Debian Security Update for thunderbird (CVE-2022-3033)
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182277 Debian Security Update for thunderbird (CVE-2022-3033)

198977 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5663-1)

240687 Red Hat Update for thunderbird (RHSA-2022:6708)

240688 Red Hat Update for thunderbird (RHSA-2022:6713)

240691 Red Hat Update for thunderbird (RHSA-2022:6717)

240693 Red Hat Update for thunderbird (RHSA-2022:6710)

240694 Red Hat Update for thunderbird (RHSA-2022:6715)

354131 Amazon Linux Security Advisory for thunderbird : ALAS2-2022-1900

376963 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-38)

377598 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-39)

377803 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-50)

753189 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:3281-1)

940676 AlmaLinux Security Update for thunderbird (ALSA-2022:6708)

940694 AlmaLinux Security Update for thunderbird (ALSA-2022:6717)

960388 Rocky Linux Security Update for thunderbird (RLSA-2022:6708)

http://cve.report/qid/198977
http://cve.report/qid/240687
http://cve.report/qid/240688
http://cve.report/qid/240691
http://cve.report/qid/240693
http://cve.report/qid/240694
http://cve.report/qid/354131
http://cve.report/qid/376963
http://cve.report/qid/377598
http://cve.report/qid/377803
http://cve.report/qid/753189
http://cve.report/qid/940676
http://cve.report/qid/940694
http://cve.report/qid/960388
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-3033
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


