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Summary

CVE CVE-2022-3034

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2022-12-30 22:14:00 UTC

Description When receiving an HTML email that specified to load an <code>iframe</code> element from a remote location, a request to the remote document was sent. However, Thunderbird didn't display the document. This vulnerability affects Thunderbird < 102.2.1 and Thunderbird < 91.13.1.

Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Security Vulnerabilities fixed in Thunderbird 102.2.1 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Thunderbird 91.13.1 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160114 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6708)

160116 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6717)

160176 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6710)

183027 Debian Security Update for thunderbird (CVE-2022-3034)
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CVE.report and Source URL Uptime Status status.cve.report

183027 Debian Security Update for thunderbird (CVE-2022-3034)

198977 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5663-1)

240687 Red Hat Update for thunderbird (RHSA-2022:6708)

240688 Red Hat Update for thunderbird (RHSA-2022:6713)

240691 Red Hat Update for thunderbird (RHSA-2022:6717)

240693 Red Hat Update for thunderbird (RHSA-2022:6710)

240694 Red Hat Update for thunderbird (RHSA-2022:6715)

354131 Amazon Linux Security Advisory for thunderbird : ALAS2-2022-1900

376963 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-38)

377598 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-39)

753189 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:3281-1)

940676 AlmaLinux Security Update for thunderbird (ALSA-2022:6708)

940694 AlmaLinux Security Update for thunderbird (ALSA-2022:6717)

960388 Rocky Linux Security Update for thunderbird (RLSA-2022:6708)
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http://cve.report/qid/240691
http://cve.report/qid/240693
http://cve.report/qid/240694
http://cve.report/qid/354131
http://cve.report/qid/376963
http://cve.report/qid/377598
http://cve.report/qid/753189
http://cve.report/qid/940676
http://cve.report/qid/940694
http://cve.report/qid/960388
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-3034
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


