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Summary

CVE CVE-2022-30350

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-30 16:15:00 UTC

Updated 2023-04-10 16:55:00 UTC

Description Avanquest Software RAD PDF (PDFEscape Online) 3.19.2.2 is vulnerable to Information Leak / Disclosure. The PDFEscape Online tool provides users with a "white out" functionality for redacting images, text, and other graphics from a PDF document. However, this mechanism does not remove underlying text or PDF object specification information from the PDF. As a result, for example, redacted text may be copy-pasted by a PDF reader.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avanquest Pdfescape 3.19.2.2 All All All

References

Reference Source Link Tags

arxiv.org/pdf/2206.02285.pdf MISC arxiv.org

PDFescape - Free Online PDF Editor, PDF Form Filler & PDF Viewer MISC www.pdfescape.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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