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Summary

CVE CVE-2022-3061

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 18:15:00 UTC

Updated 2022-11-21 19:45:00 UTC

Description Found Linux Kernel flaw in the i740 driver. The Userspace program could pass any values to the driver through ioctl() interface. The driver doesn't check the value of 'pixclock', so it may cause a divide by zero error.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Linux Linux Kernel 5.18 rc5 All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5257-1 linux DEBIAN www.debian.org

[SECURITY] [DLA 3173-1] linux-5.10 security update MLIST lists.debian.org

kernel/git/deller/linux-fbdev.git - Linux Framebuffer maintenance tree MISC git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181145 Debian Security Update for linux (DSA 5257-1)

181190 Debian Security Update for linux-5.10 (DLA 3173-1)
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183160 Debian Security Update for linux (CVE-2022-3061)

199087 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5792-1)

199088 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5791-1)

199090 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5790-1)

199091 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-5791-2)

199094 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5792-2)

199100 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-5791-3)

199119 Ubuntu Security Notification for Linux kernel (BlueField) Vulnerabilities (USN-5815-1)

199179 Ubuntu Security Notification for Linux kernel (GKE) Vulnerabilities (USN-5877-1)

199255 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5976-1)

199560 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6001-1)

199568 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6013-1)

199577 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6014-1)

354100 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-009

354101 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2022-021

354439 Amazon Linux Security Advisory for kernel : ALAS2022-2022-150

354468 Amazon Linux Security Advisory for kernel : ALAS2022-2022-185

354542 Amazon Linux Security Advisory for kernel : ALAS-2022-185

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

377891 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0002)

378468 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-20230042)

378512 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0042)

6140300 AWS Bottlerocket Security Update for kernel (GHSA-5f75-w7wc-gwj4)

672454 EulerOS Security Update for kernel (EulerOS-SA-2022-2848)

672474 EulerOS Security Update for kernel (EulerOS-SA-2022-2823)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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