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CVE-2022-30613

Source: Mitre Source: NIST CVE.ORG Print: PDF %5
avssanvuacrruunsucunan — Gertain versions of Qradar Security Information And Event Manager
: from Ibm contain the following vulnerability:

IBM QRadar SIEM 7.4 and 7.5 could disclose sensitive information via
a local service to a privileged user. IBM X-Force ID: 227366.

CVE-2022-30613 has been assigned by (7 psirt@us.ibm.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: (7) IBM - QRadar SIEM version 7.4.0

Affected Vendor/Software: (7) IBM - QRadar SIEM version 7.5.0

| CVSS3 Score: [SEEMEDILN]

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ NONE | [ NONE |
CVE References

Description Tags Link

Security Bulletin: IBM QRadar SIEM is vulnerable to 48> CONFIRM

information disclosure (CVE-2022-30613) www.ibm.com/support/pages/node/6826693

IBM X-Force Exchange € XF ibm-gradar-cve202230613-info-disc
(227366)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Application
Application
Application
Application
Application
Application

Operating
System

cpe:2.3:a:ibm:qgradar_security_information_and_event_manager

cpe:2.3:a:ibm:qradar_security_information_and_event_manager:7.4.3:-*:** " %

cpe:2.3:a:ibm:qradar_security_information_and_event_manager:7.4.3:fix_pack_2

cpe:2.3:a:ibm:qradar_security_information_and_event_manager:7.4.3:fix_pack_3

cpe:2.3:a:ibm:gradar_security_information_and_event_manager:7.4.3:fix_pack_4

cpe:2.3:a:ibm:qradar_security_information_and_event_manager:7.4.3:fix_pack_5

cpe:2.3:a:ibm:qradar_security_information_and_event_manager:7.5.0:-* "

cpe:2.3:a:ibm:gradar_security_information_and_event_manager:7.5.0:update_pack_1

cpe:2.3:a:ibm:gradar_security_information_and_event_manager:7.5.0:update_pack_2

Vendor

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Linux

Product

Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager
Qradar Security Information And Event Manager

Linux Kernel

ek ko ok koK Lk,

cpe:2.3:0:linux:linux_kernel:-:*:*:*

No vendor comments have been submitted for this CVE

Social Mentions
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743

743

7.5.0
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7.5.0

Skukkkakak.

dkk Lk kkak.

Lkk ok kakuk,

Skak kR kuk,

Update

All

fix_pack_1
fix_pack_2
fix_pack_3
fix_pack_4
fix_pack_5

fix_pack_6

update_pack_1
update_pack_2

All

LRk kR ok ak,

Wk Rk kR ak,

Edition

All
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All
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All
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All
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@CVEreport  CVE-2022-30613 : #IBM QRadar SIEM 7.4 and 7.5 could disclose sensitive information via a local 2022-10-07

service to a privile... twitter.com/i/web/status/1... 17:04:30

New vulnerability on the NVD: CVE-2022-30613 ift.tt/9TB4q65 2022-10-07
@doogsineerg 18:33:33

@workentin New vulnerability on the NVD: CVE-2022-30613 ift.tt/FJelPva 2022-10-07
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@xanadulinux 18:52:30
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