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CVE CVE-2022-30617
State PUBLIC
Assigner disclosure@synopsys.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-19 18:15:00 UTC
Updated 2022-06-06 15:51:00 UTC
Description An authenticated user with access to the Strapi admin panel can view private and sensitive data, such as email and passwc

/ |

1|

Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Strapi Strapi All All All All
Application Strapi Strapi 4.0.0 beta10 All All
Application Strapi Strapi 4.0.0 betal1 All All
Application Strapi Strapi 4.0.0 betal12 All All
Application Strapi Strapi 4.0.0 betal3 All All
Application Strapi Strapi 4.0.0 betal4 All All
Application Strapi Strapi 4.0.0 beta15 All All
Application Strapi Strapi 4.0.0 beta2 All All
Application Strapi Strapi 4.0.0 beta3 All All
Application Strapi Strapi 4.0.0 beta4 All All
Application Strapi Strapi 4.0.0 beta5 All All
Application Strapi Strapi 4.0.0 betab All All
Application Strapi Strapi 4.0.0 beta7 All All
Application Strapi Strapi 4.0.0 beta8 All All
Application Strapi Strapi 4.0.0 beta9 All All
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Reference Source Link

CyRC Vulnerability Advisory: Sensitive data exposure in JSON enables account compromise in Strapi | Synopsys MISC WWW.SyNnops
CVE Program record CVE.ORG www.cve.or¢
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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