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Summary

CVE CVE-2022-3073

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-14 09:15:00 UTC

Updated 2022-12-16 17:43:00 UTC

Description Quanos "SCHEMA ST4" example web templates in version Bootstrap 2019 v2/2021 v1/2022 v1/2022 SP1 v1 or below are prone to JavaScript injection allowing a remote attacker to hijack existing sessions to e.g. other web services in the same environment or execute scripts in the users browser environment. The affected script is '*-schema.js'.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Weidmueller 19 Iot Md01 Lan H4 S0011 - All All All

Operating System Weidmueller 19 Iot Md01 Lan H4 S0011 Firmware - All All All

Hardware Weidmueller Fp Iot Md01 4eu S2 00000 - All All All

Operating System Weidmueller Fp Iot Md01 4eu S2 00000 Firmware - All All All

Hardware Weidmueller Fp Iot Md01 Lan S2 00000 - All All All

Operating System Weidmueller Fp Iot Md01 Lan S2 00000 Firmware - All All All

Hardware Weidmueller Fp Iot Md01 Lan S2 00011 - All All All

Operating System Weidmueller Fp Iot Md01 Lan S2 00011 Firmware - All All All

Hardware Weidmueller Fp Iot Md02 4eu S3 00000 - All All All

Operating System Weidmueller Fp Iot Md02 4eu S3 00000 Firmware - All All All

Hardware Weidmueller Iot-gw30 - All All All

Hardware Weidmueller Iot-gw30-4g-eu - All All All

Operating System Weidmueller Iot-gw30-4g-eu Firmware All All All All

Operating System Weidmueller Iot-gw30 Firmware All All All All

Hardware Weidmueller Uc20-wl2000-ac - All All All

Operating System Weidmueller Uc20-wl2000-ac Firmware All All All All

Hardware Weidmueller Uc20-wl2000-iot - All All All

https://cve.report/
https://cve.report/CVE-2022-3073/mitre
https://cve.report/CVE-2022-3073/nist
https://cve.report/CVE-2022-3073/cve_org
https://cve.report/api/cve/CVE-2022-3073.json
https://cve.report/CVE-2022-3073.pdf
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/19_iot_md01_lan_h4_s0011
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/19_iot_md01_lan_h4_s0011_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_4eu_s2_00000
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_4eu_s2_00000_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_lan_s2_00000
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_lan_s2_00000_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_lan_s2_00011
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md01_lan_s2_00011_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md02_4eu_s3_00000
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/fp_iot_md02_4eu_s3_00000_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/iot-gw30
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/iot-gw30-4g-eu
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/iot-gw30-4g-eu_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/iot-gw30_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/uc20-wl2000-ac
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/uc20-wl2000-ac_firmware
http://cve.report/vendor/weidmueller
http://cve.report/software/weidmueller/uc20-wl2000-iot


Hardware Weidmueller Uc20-wl2000-iot - All All All

Operating System Weidmueller Uc20-wl2000-iot Firmware All All All All

References

Reference Source Link Tags

VDE-2022-056 | CERT@VDE MISC cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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