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CVE CVE-2022-30781

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-05-16 04:15:00 UTC

Updated 2023-01-27 19:57:00 UTC

Description Gitea before 1.16.7 does not escape git fetch remote.

Risk And Classification

Problem Types: CWE-116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitea Gitea All All All All

Reference Source Link Tags

Escape git fetch remote (#19487) by 6543 - Pull Request #19490 - go-gitea/gitea - GitHub ~ MISC github.com

Gitea 1.16.6 Remote Code Execution = Packet Storm MISC packetstormsecurity.com

Gitea Git Fetch Remote Code Execution ~ Packet Storm MISC packetstormsecurity.com

Escape git fetch remote by 6543 - Pull Request #19487 - go-gitea/gitea - GitHub MISC github.com

Gitea 1.16.7 is released - Blog MISC blog.gitea.io

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonici
| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502292 Alpine Linux Security Update for gitea

730673 Gitea Remote Code Execution (RCE) Vulnerability
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