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CVE CVE-2022-30790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-08 13:15:00 UTC

Updated 2022-06-16 13:28:00 UTC

Description Das U-Boot 2022.01 has a Buffer Overflow, a different issue than CVE-2022-30552.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Denx U-boot 2022.01 All All All

Reference Source Link

Tags - u-boot/u-boot - GitHub MISC github.cc
Technical Advisory — Multiple Vulnerabilities in U-Boot (CVE-2022-30790, CVE-2022-30552) — NCC Group Research  MISC researct
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.
< ' Sy

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184191 Debian Security Update for u-boot (CVE-2022-30790)
199065 Ubuntu Security Notification for U-Boot Vulnerabilities (USN-5764-1)
199969 Ubuntu Security Notification for u-boot-nezha Vulnerability (USN-6523-1)

591217 Schneider Electric EcoStruxure Panel Server Box Multiple Vulnerabilties (SEVD-2022-284-02)



https://cve.report/
https://cve.report/CVE-2022-30790/mitre
https://cve.report/CVE-2022-30790/nist
https://cve.report/CVE-2022-30790/cve_org
https://cve.report/CVE-2022-30790.pdf
http://cve.report/vendor/denx
http://cve.report/software/denx/u-boot
https://github.com/u-boot/u-boot/tags
https://research.nccgroup.com/2022/06/03/technical-advisory-multiple-vulnerabilities-in-u-boot-cve-2022-30790-cve-2022-30552/
https://www.cve.org/CVERecord?id=CVE-2022-30790
https://nvd.nist.gov/vuln/detail/CVE-2022-30790
http://cve.report/qid/184191
http://cve.report/qid/199065
http://cve.report/qid/199969
http://cve.report/qid/591217

752222 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2056-1)

752223 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2057-1)

752224 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2053-1)

752225 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2054-1)

752226 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2052-1)

752407 SUSE Enterprise Linux Security Update for u-boot (SUSE-SU-2022:2584-1)
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