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assamvencrrriunsconan  Gertain versions of Uc-2101-Ix from Moxa contain the foIIowing
vulnerability:

Cradlepoint IBR600 NCOS versions 6.5.0.160bc2e and prior are
vulnerable to shell escape, which enables local attackers with non-
superuser credentials to gain full, unrestrictive shell access which may
allow an attacker to execute arbitrary code.

AV

CVE-2022-3086 has been assigned by (T} ics-cert@hg.dhs.gov to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: () Cradlepoint - IBR600 version = 0

CVSS3 Score: 7.6-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low (NONE_ [NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact
HiGH HiGH HiGH

CVE References

Description Tags Link
Cradlepoint IBR600 | CISA MISC www.cisa.gov/uscert/ics/advisories/icsa-22-321-02
Moxa UC Series (Update A) | CISA @ MISC www.cisa.gov/uscert/ics/advisories/icsa-22-333-04

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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591274 Moxa UC Series Improper Physical Access Control Vulnerability (ICSA-22-333-04)

Known Affected Configurations (CPE V2.3)
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Operating Moxa Uc-8580-t-g-Ix Firmware 1.1 All All All
System

ARk kKKK LKLk,

cpe:2.3:0:moxa:uc-2104-Ix_firmware:*:*:****:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:moxa:uc-2111-Ix:-* "

a_ekuk kKK kLK,

cpe:2.3:h:moxa:uc-2114-t-Ix:-:* x>

Sk Lk k kR Rk k.

cpe:2.3:0:moxa:uc-2114-t-Ix_firmware:*:*:*:*:**:*:*:

ARk ak kKK KLk,

cpe:2.3:0:moxa:uc-3101-t-ap-Ix_firmware:*:*:*:**:**:*:

e_akakuk oKk Rk,

cpe:2.3:h:moxa:uc-3101-t-eu-Ix:-** " ™

KKk kKK KLk,

cpe:2.3:0:moxa:uc-3101-t-eu-Ix_firmware:*:*:*:**:*:*:*:

e_akakukakakak k.

cpe:2.3:h:moxa:uc-3101-t-us-Ix:-* %

e_ekakak oKk kK,

cpe:2.3:h:moxa:uc-3111-t-ap-Ix:-*

e_akuk ok kKKK,

cpe:2.3:h:moxa:uc-3111-t-ap-Ix-nw:-r** "

dkakakak Rk akak.

cpe:2.3:0:moxa:uc-3111-t-ap-Ix-nw_firmware:*:*:**:**:*:*:
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skukakakakakakok.

cpe:2.3:0:moxa:uc-3111-t-us-Ix-nw_firmware:*:*:*:*:*:*:*:*:

ARk kLK LK LKLk k,

cpe:2.3:0:moxa:uc-3111-t-us-Ix_firmware:*:*:*:*:*:*:*:*:

akLk kKKK LKLk,

cpe:2.3:0:moxa:uc-3121-t-ap-Ix_firmware:*:*:*:**:*:*:*:

e_ekakukokLkukok,

cpe:2.3:h:moxa:uc-3121-t-eu-Ix:-:** """

ARk kKKK LKLk,

cpe:2.3:0:moxa:uc-3121-t-eu-Ix_firmware:*:*:*:*:*:*:*:*:

e_ekakuk kKKK,

cpe:2.3:h:moxa:uc-3121-t-us-Ix:-: "

aKLk kKKK KLk,

cpe:2.3:0:moxa:uc-3121-t-us-Ix_firmware:*:*:*:*:*:*:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:moxa:uc-5101-Ix:-***

dkkakkakakuk.

cpe:2.3:0:moxa:uc-5101-Ix_firmware:1.2:*:*:*:**:*:*:

a_akuk kKKK Lk,

cpe:2.3:h:moxa:uc-5101-t-Ix:-:* ™

cpe:2.3:0:moxa:uc-5101-t-Ix_firmware:1.2:*:* "

cpe:2.3:0:moxa:uc-5102-Ix_firmware:1.2:*:*:*:***:*:

a_ekuk kKK kLK,

cpe:2.3:h:moxa:uc-5102-t-Ix:-* ™

cpe:2.3:0:moxa:uc-5111-Ix_firmware:1.2:*: """

kKKK kKK,

cpe:2.3:h:moxa:uc-5111-t-Ix:-* ™

ARk koK kR ok,

cpe:2.3:0:moxa:uc-5111-t-Ix_firmware:1.2:**:*:***:*:

cpe:2.3:h:moxa:uc-5112-Ix:-* "%

cpe:2.3:0:moxa:uc-5112-Ix_firmware:1.2:*:*:*:*:*:*:*:

AmAaN) Diarmmnavania C440 41 I flvnmmiaravad Nokokok ok kok ok,
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cpe:2.3:0:moxa:uc-8112-Ix_firmware:1.2:*:*:*:**:*:*:

cpe:2.3:0:moxa:uc-8112-Ix_firmware:1.3:*:*:":* "

dkkakkakakak.

cpe:2.3:0:moxa:uc-8112a-me-t-Ix_firmware:1.0:*:*:*:**:*:*:

cpe:2.3:0:moxa:uc-8112a-me-t-Ix_firmware:1.1:%:*** "

e_akakuk kKKK,

cpe:2.3:h:moxa:uc-8131-Ix:-* "

dkukakakakakak.

cpe:2.3:0:moxa:uc-8131-Ix_firmware:1.2:*:*:*:*

cpe:2.3:0:moxa:uc-8131-Ix_firmware:1.3:*:*:*:*

e_akakukokLkLk ok,

cpe:2.3:h:moxa:uc-8132-Ix:-** "

dkukakkakakak.

cpe:2.3:0:moxa:uc-8132-Ix_firmware:1.2:*:*:*:*

dkukakkakakak.

cpe:2.3:0:moxa:uc-8132-Ix_firmware:1.3:*:*:*:***:*:

e_akukukokLkuk ok,

cpe:2.3:h:moxa:uc-8162-Ix:-*:***:*:*:*:

cpe:2.3:0:moxa:uc-8162-Ix_firmware:1.2:*:*:*:**:*:*:

sk Kk Lk akakak.

cpe:2.3:0:moxa:uc-8162-Ix_firmware:1.3:*:*:*:**:*:*:

ek kKoK kKK,

cpe:2.3:h:moxa:uc-8210-t-Ix-s:-*: 7

dkak kR ok Lk kR,

cpe:2.3:0:moxa:uc-8210-t-Ix-s_firmware:*:**:*:*:*:*:*:

a_akuk kKR kLK,

cpe:2.3:h:moxa:uc-8220-t-Ix:-*:****:*:*:

e_akukukakLkuk k.

cpe:2.3:h:moxa:uc-8220-t-Ix-ap-s:-*:** "

Kk kK kK kLK,

cpe:2.3:0:moxa:uc-8220-t-Ix-ap-s_firmware:*:*:**:**:*:*:

e_akakuk kKKK,

cpe:2.3:h:moxa:uc-8220-t-Ix-eu-s:-*:* "

e_akakuk kKKK,

cpe:2.3:h:moxa:uc-8220-t-Ix-us-s:-:*:*****:*:

Kk koK kK Kk,

cpe:2.3:0:moxa:uc-8220-t-Ix-us-s_firmware:*:*:*:*:*:*:*:*:

Skak kR kR akak,

cpe:2.3:0:moxa:uc-8220-t-Ix_firmware:*:**:*:**:*:*:



cpe:2.3:0:moxa:uc-8410a-nw-Ix_firmware:2.2:*:*:*:*:*:*:*:

cpe:2.3:0:moxa:uc-8410a-t-Ix_firmware:2.2:*:*:*:*:*:":*:

e_ekakakokLkuk ok,

cpe:2.3:h:moxa:uc-8540-Ix:-:** "

ARk kLKL KKKk,

cpe:2.3:0:moxa:uc-8540-Ix_firmware:*:*:** "

ARk kKKK Kk,

cpe:2.3:0:moxa:uc-8540-t-ct-Ix_firmware:*:*:*:*:*:*:*:*:

a_ekuk kKL kKK,

cpe:2.3:h:moxa:uc-8540-t-Ix:-:*:* "

dkk Lk k ok akak k.

cpe:2.3:0:moxa:uc-8540-t-Ix_firmware:*:*:*:*:***:*:

e_akakukokLkLk ok,

cpe:2.3:h:moxa:uc-8580-Ix:-:*:*: " :*:*:

dk Lk ak ok akakak.

cpe:2.3:0:moxa:uc-8580-Ix_firmware:1.1:*: "

e_akakak kKKK,

cpe:2.3:h:moxa:uc-8580-q-Ix:-:*:* " ::

dk Lk kk ok akuk.

cpe:2.3:0:moxa:uc-8580-g-Ix_firmware:1.1:*:*:*:**
cpe:2.3:h:moxa:uc-8580-t-ct-Ix:-:*:*:****::
cpe:2.3:0:moxa:uc-8580-t-ct-Ix_firmware:1.1:*:**
cpe:2.3:h:moxa:uc-8580-t-ct-g-Ix:-*:*****:™:
cpe:2.3:0:moxa:uc-8580-t-ct-g-Ix_firmware:1.1:

cpe:2.3:h:moxa:uc-8580-t-Ix:-*:****:*:*:

cpe:2.3:0:moxa:uc-8580-t-Ix_firmware:1.1: "

No vendor comments have been submitted for this CVE
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