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avssanvuacrruunsucrian — Gertain versions of Debian Linux from Debian contain the following
: vulnerability:

UC-8100A-ME-T System Image: Versions v1.0 to v1.6, UC-2100
System Image: Versions v1.0 to v1.12, UC-2100-W System Image:
Versions v1.0 to v 1.12,&nbsp;UC-3100 System Image: Versions v1.0
to v1.6,&nbsp;UC-5100 System Image: Versions v1.0 to v1.4, UC-8100
System Image: Versions v3.0 to v3.5, UC-8100-ME-T System Image:
Versions v3.0 and v3.1, UC-8200 System Image: v1.0 to v1.5, AIG-300 System Image: v1.0 to
v1.4, UC-8410A with Debian 9 System Image: Versions v4.0.2 and v4.1.2, UC-8580 with
Debian 9 System Image: Versions v2.0 and v2.1, UC-8540 with Debian 9 System Image:
Versions v2.0 and v2.1, and DA-662C-16-LX (GLB) System Image: Versions v1.0.2 to v1.1.2
of Moxa's ARM-based computers have an execution with unnecessary privileges vulnerability,
which could allow an attacker with user-level privileges to gain root privileges.

CVE-2022-3088 has been assigned by (T} ics-cert@hg.dhs.gov to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

) o) [HicH] |
Description Tags Link
Moxa Multiple ARM-Based Computers | CISA MISC www.cisa.gov/uscert/ics/advisories/icsa-22-326-05

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more apoorooriate for vour nurnose. CVErenort does not necessarilv endorse the views exoressed. or concur with the facts obresented on these sites. Further.
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

591229 Moxa Arm-based Computer Improper Privilege Management Vulnerability (ICSA-22-326-05, MPSA-221108)

Exploit/POC from Github

UC-8100A-ME-T System Image: Versions v1.0 to v1.6, UC-2100 System Image: Versions
v1.0to v1.12, UC-2100-W System Ima...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 9.0 All All All
System

Hardware &= = Moxa Aig-301-ap-azu-Ix - All All All
Operating Moxa Aig-301-ap-azu-Ix Firmware All All All All
System

Hardware = [ Moxa Aig-301-azu-Ix - All All All
Operating Moxa Aig-301-azu-Ix Firmware All All All All
System

Hardware &= 4 Moxa Aig-301-cn-azu-Ix - All All All
Operating Moxa Aig-301-cn-azu-Ix Firmware All All All All
System

Hardware &= >4 Moxa Aig-301-eu-azu-Ix - All All All
Operating Moxa Aig-301-eu-azu-Ix Firmware All All All All
System

Hardware &= 4 Moxa Aig-301-t-ap-azu-Ix - All All All
Operating Moxa Aig-301-t-ap-azu-Ix Firmware All All All All
System

Hardware = [ Moxa Aig-301-t-azu-Ix - All All All
Operating Moxa Aig-301-t-azu-Ix Firmware All All All All
System

Hardware &= >4 Moxa Aig-301-t-cn-azu-Ix - All All All
Operating Moxa Aig-301-t-cn-azu-Ix Firmware All All All All
System

Hardware &= = Moxa Aig-301-t-eu-azu-Ix - All All All
Operating Moxa Aig-301-t-eu-azu-Ix Firmware All All All All
System

Hardware &= [ Moxa Aig-301-t-us-azu-Ix - All All All
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cpe:2.3:0:debian:debian_linux:9.0:*:*:*:**:

a_akak kLK LK LKLk,

cpe:2.3:h:moxa:aig-301-azu-Ix:-:*:* """

dkukakakakakakk.

cpe:2.3:0:moxa:aig-301-azu-Ix_firmware:*:*:**:*:*:*:*:

e_ekakukokLkukok,

cpe:2.3:h:moxa:aig-301-cn-azu-Ix:-:**:* """

akLk kKK kKK,

cpe:2.3:0:moxa:aig-301-cn-azu-Ix_firmware:*:*:*:*:*:*:*:*:

Akakak kKK KLk,

cpe:2.3:0:moxa:aig-301-eu-azu-Ix_firmware:*:*:**:*:*:*:*:
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e_akak kKKK Lk,

cpe:2.3:h:moxa:aig-301-t-ap-azu-Ix:-:*****:*:*:

ak kKK kK Lk K,

cpe:2.3:0:moxa:aig-301-t-ap-azu-Ix_firmware:*:*:*:*:**:*:*:

R R

cpe:2.3:0:moxa:aig-301-t-azu-Ix_firmware:*:*:*:***:*:*:

e_akuk kKoK kLK,

cpe:2.3:h:moxa:aig-301-t-cn-azu-Ix:-*** " "

Skuk ok ak kR ok ak.

cpe:2.3:0:moxa:aig-301-t-cn-azu-Ix_firmware:*:*:*:*:**:*:*:

e_akuk kKoK oKk,

cpe:2.3:h:moxa:aig-301-t-eu-azu-Ix:-*****:**:

kK kK ok ok Kk,

cpe:2.3:0:moxa:aig-301-t-eu-azu-Ix_firmware:*:*:*:*:*:*:*:*:

e_akak kKK oKk,

cpe:2.3:h:moxa:aig-301-t-us-azu-Ix:-******:*:

e_ekakak ok akak ok,

cpe:2.3:h:moxa:aig-301-us-azu-Ix:-*:**:**:**:

Kk kKoK kKK,

cpe:2.3:0:moxa:aig-301-us-azu-Ix_firmware:*:*:**:*:**:*:

aRLk kKKK LKLk,

cpe:2.3:0:moxa:uc-2104-Ix_firmware: :*:*:***:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:moxa:uc-2111-Ix:- "

e_akakk kKKK,

cpe:2.3:h:moxa:uc-2112-Ix:-*

Ak kKK kKKK,

cpe:2.3:0:moxa:uc-2112-Ix_firmware:*:*:**:*:*:*:*:

dkkakk ok akakk,

cpe:2.3:0:moxa:uc-2114-t-Ix_firmware:*:*:*:*:**:*:*:

a_ekuk ok kKKK,

coe:2.3:h:moxa:uc-2116-t-Ix:-:



dkakakk kR akk,

cpe:2.3:0:moxa:uc-2116-t-Ix_firmware:*:*:*:*:**:*:*:

e_akukukakLkuk k.

cpe:2.3:h:moxa:uc-3101-t-ap-Ix:-** " ™

ARk ak kKKK Lk,

cpe:2.3:0:moxa:uc-3101-t-ap-Ix_firmware:*:*:*:**:**:*:

e_akakuk oKk uk k.

cpe:2.3:h:moxa:uc-3101-t-eu-Ix:-** ™

KKk kKK KLk,

cpe:2.3:0:moxa:uc-3101-t-eu-Ix_firmware:*:*:*:*:*:*:*:*:

e_ekakuk ok akak k.

cpe:2.3:h:moxa:uc-3101-t-us-Ix:-* "

e_akakuk ok akak ok,

cpe:2.3:h:moxa:uc-3111-t-ap-Ix:-* "

e_akak koK kKK,

cpe:2.3:h:moxa:uc-3111-t-ap-Ix-nw:-r** "

Skakakakakak Rk,

cpe:2.3:0:moxa:uc-3111-t-ap-Ix-nw_firmware:*:*:**:**:*:*:

LKk kKoK kKK,

cpe:2.3:0:moxa:uc-3111-t-ap-Ix_firmware: :*:*:**:*:*:*:

e_ekakak ok akak ok,

cpe:2.3:h:moxa:uc-3111-t-eu-Ix:-** """

e_ekakukokLkuk ok,

cpe:2.3:h:moxa:uc-3121-t-eu-Ix:-:*:* """

ARk LKLk k kLKL k,

cpe:2.3:0:moxa:uc-3121-t-eu-Ix_firmware:*:*:*:*:*:*:*:*:

ARk kKKK LKLk,

cpe:2.3:0:moxa:uc-3121-t-us-Ix_firmware:*:*:*:*:*:*:*:*:

e_akakakokLkuk ok,

cpe:2.3:h:moxa:uc-5101-Ix:-**x

Ak kKK kKKK,

cpe:2.3:0:moxa:uc-5101-Ix_firmware: :*:**:**:*:*:



e_akukuk kKR ok,

cpe:2.3:h:moxa:uc-5102-Ix:-***

Kk koK kKoK Lk,

cpe:2.3:0:moxa:uc-5102-Ix_firmware:*:*:*:*:*:*:*:*:

a_akuk kKK kLK,

cpe:2.3:h:moxa:uc-5102-t-Ix:-* ™

e_akakuk oKk kK,

cpe:2.3:h:moxa:uc-5111-Ix:-*

Kk kKKK Kk,

cpe:2.3:0:moxa:uc-5111-Ix_firmware:*:*:*:*:*:*:*:*:

dkak kR kR Rk,

cpe:2.3:0:moxa:uc-5111-t-Ix_firmware:*:**:*:**:*:*:

e_akak KoKk kK,

cpe:2.3:h:moxa:uc-5112-Ix:-* "%

Kk kKKK Kk,

cpe:2.3:0:moxa:uc-5112-Ix_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:0:moxa:uc-8112-me-t-Ix1_firmware:3.0:*:*:*:*:*:*:*:

cpe:2.3:0:moxa:uc-8112-me-t-Ix1_firmware:3.1:* """

cpe:2.3:0:moxa:uc-8112-me-t-Ix_firmware:3.0:*:*:*: " *:*:

cpe:2.3:0:moxa:uc-8112-me-t-Ix_firmware:3.1:*:"* "

e_akakk ok kKK,

cpe:2.3:h:moxa:uc-8112a-me-t-Ix:-: """

ARk LKLk LK LK LKLk,

cpe:2.3:0:moxa:uc-8112a-me-t-Ix_firmware:*:*:*:*:*:*:*:*:

e_akakakokLkuk ok,

cpe:2.3:h:moxa:uc-8131-Ix:-* "

ARk kKKK LKLk,

cpe:2.3:0:moxa:uc-8131-Ix_firmware:*:*:****:*:*:

ARk kK kKKK,

cpe:2.3:0:moxa:uc-8132-Ix_firmware:*:*:****:*:*:

e_akakakokLkuk ok,

cpe:2.3:h:moxa:uc-8162-Ix:-*:***:*:*:*:

e m P Ot iime OAPNA Ll Ll ok k ok kk ok kR
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a_akuk ok kKKK,

cpe:2.3:h:moxa:uc-8220-t-Ix:-:*:****:*:*:

e_akakuk kKR ok,

cpe:2.3:h:moxa:uc-8220-t-Ix-ap-s:-*:** 1"

KKk KKk KLk,

cpe:2.3:0:moxa:uc-8220-t-Ix-ap-s_firmware:*:*:**:**:*:*:

e_akakuk kKR k.

cpe:2.3:h:moxa:uc-8220-t-Ix-eu-s:-** 7

ek ok ok ok ok oKLk,

cpe:2.3:h:moxa:uc-8220-t-Ix-s:-:******:*:

LRk kR kR kR,

cpe:2.3:0:moxa:uc-8220-t-Ix-s_firmware:*:*:**:*:*:*:*:

e_akakuk kKR k.

cpe:2.3:h:moxa:uc-8220-t-Ix-us-s:-:******:*:

dkakakak ok akakak.

cpe:2.3:0:moxa:uc-8220-t-Ix_firmware:*:**:*:**:*:*:

kKooK kKK,

cpe:2.3:h:moxa:uc-8410a-Ix:- "

cpe:2.3:0:moxa:uc-8540-Ix_firmware:2.0:*:*:*:**:*::

cpe:2.3:0:moxa:uc-8540-Ix_firmware:2.1:*:*:*:*

e_akakLk LK LK LKLk,

cpe:2.3:h:moxa:uc-8540-t-ct-Ix:- "

dkkakokakakok.

cpe:2.3:0:moxa:uc-8540-t-ct-Ix_firmware:2.0:*:*:*:**

cpe:2.3:0:moxa:uc-8540-t-ct-Ix_firmware:2.1:%:**

a_eRuk ok kKKK,

cpe:2.3:h:moxa:uc-8540-t-Ix:-:*:** "

ARk kKK kK,

cpe:2.3:0:moxa:uc-8540-t-Ix_firmware:2.0:*:*:*:*:*:*:*:

cpe:2.3:0:moxa:uc-8540-t-Ix_firmware:2.1:*:*:*:*:*:*:*:

e_akakuakokLkukok,

cpe:2.3:h:moxa:uc-8580-Ix:-:*:*: " *:*:



dkkakkakakak.

cpe:2.3:0:moxa:uc-8580-Ix_firmware:2.0:*:*:*:**:*:*:

cpe:2.3:0:moxa:uc-8580-Ix_firmware:2.1:*:*:*:**:*:*:

cpe:2.3:h:moxa:uc-8580-g-Ix:-:*:* " *:*:

cpe:2.3:0:moxa:uc-8580-g-Ix_firmware:2.0:*:*:*:*

cpe:2.3:0:moxa:uc-8580-g-Ix_firmware:2.1:*:*

cpe:2.3:0:moxa:uc-8580-t-ct-Ix_firmware:2.0:*:*:**:*:*:*:

cpe:2.3:0:moxa:uc-8580-t-ct-Ix_firmware:2.1:*:*:**:*:*::

cpe:2.3:h:moxa:uc-8580-t-ct-g-Ix:-r****

cpe:2.3:0:moxa:uc-8580-t-ct-g-Ix_firmware:2.0:*:**:**:*:*:

cpe:2.3:0:moxa:uc-8580-t-ct-g-Ix_firmware:2.1:*:**:**:*:*:

cpe:2.3:0:moxa:uc-8580-t-g-Ix_firmware:2.0:*:*:*:**:*:*:

cpe:2.3:0:moxa:uc-8580-t-g-Ix_firmware:2.1:**: """

Discovery Credit

En Garde ICSRange research team reported this vulnerability to CISA.

Social Mentions

Source Title Posted (UTC)
/r/netcve CVE-2022-3088 2022-11-28
©
23:38:45
& /r/DailyCVE CVE-2022-3088 2022-11-29
04:32:59
«— Previous ID Next ID—

© CVE.report 2024 pd [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY


https://www.reddit.com/r/netcve/comments/z7cold/cve20223088/
https://www.reddit.com/r/DailyCVE/comments/z7jfdc/cve20223088/
https://cve.report/CVE-2022-3087
https://cve.report/CVE-2022-3089
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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