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Summary

CVE CVE-2022-3090

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-17 22:15:00 UTC

Updated 2022-11-22 19:54:00 UTC

Description Red Lion Controls Crimson 3.0 versions 707.000 and prior, Crimson 3.1 versions 3126.001 and prior, and Crimson 3.2 versions 3.2.0044.0 and prior are vulnerable to path traversal. When attempting to open a file using a specific path, the user's password hash is sent to an arbitrary host. This could allow an attacker to obtain user credential hashes.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redlion Crimson All All All All

Application Redlion Crimson 3.0 - All All

Application Redlion Crimson 3.0 build_477.003 All All

Application Redlion Crimson 3.0 build_493.003 All All

Application Redlion Crimson 3.0 build_493.004 All All

Application Redlion Crimson 3.0 build_493.005 All All

Application Redlion Crimson 3.0 build_502.000 All All

Application Redlion Crimson 3.0 build_502.001 All All

Application Redlion Crimson 3.0 build_502.003 All All

Application Redlion Crimson 3.0 build_515.002 All All

Application Redlion Crimson 3.0 build_515.003 All All

Application Redlion Crimson 3.0 build_523.003 All All

Application Redlion Crimson 3.0 build_530.000 All All

Application Redlion Crimson 3.0 build_530.001 All All

Application Redlion Crimson 3.0 build_530.002 All All

Application Redlion Crimson 3.0 build_530.003 All All

Application Redlion Crimson 3.0 build_548.001 All All
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Application Redlion Crimson 3.0 build_548.001 All All

Application Redlion Crimson 3.0 build_548.005 All All

Application Redlion Crimson 3.0 build_573.001 All All

Application Redlion Crimson 3.0 build_573.002 All All

Application Redlion Crimson 3.0 build_579.001 All All

Application Redlion Crimson 3.0 build_579.003 All All

Application Redlion Crimson 3.0 build_582.000 All All

Application Redlion Crimson 3.0 build_582.001 All All

Application Redlion Crimson 3.0 build_582.003 All All

Application Redlion Crimson 3.0 build_582.004 All All

Application Redlion Crimson 3.0 build_599.000 All All

Application Redlion Crimson 3.0 build_599.001 All All

Application Redlion Crimson 3.0 build_603.000 All All

Application Redlion Crimson 3.0 build_605.002 All All

Application Redlion Crimson 3.0 build_615.004 All All

Application Redlion Crimson 3.0 build_619.002 All All

Application Redlion Crimson 3.0 build_619.004 All All

Application Redlion Crimson 3.0 build_624.000 All All

Application Redlion Crimson 3.0 build_624.005 All All

Application Redlion Crimson 3.0 build_635.000 All All

Application Redlion Crimson 3.0 build_635.001 All All

Application Redlion Crimson 3.0 build_639.000 All All

Application Redlion Crimson 3.0 build_640.000 All All

Application Redlion Crimson 3.0 build_640.001 All All

Application Redlion Crimson 3.0 build_640.002 All All

Application Redlion Crimson 3.0 build_647.002 All All

Application Redlion Crimson 3.0 build_657.001 All All

Application Redlion Crimson 3.0 build_657.003 All All

Application Redlion Crimson 3.0 build_662.002 All All

Application Redlion Crimson 3.0 build_662.006 All All

Application Redlion Crimson 3.0 build_675.000 All All

Application Redlion Crimson 3.0 build_678.002 All All

Application Redlion Crimson 3.0 build_683.000 All All

Application Redlion Crimson 3.0 build_683.001 All All

Application Redlion Crimson 3.0 build_683.002 All All

Application Redlion Crimson 3.0 build_690.001 All All
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Application Redlion Crimson 3.0 build_690.002 All All

Application Redlion Crimson 3.0 build_693.000 All All

Application Redlion Crimson 3.0 build_694.000 All All

Application Redlion Crimson 3.0 build_697.001 All All

Application Redlion Crimson 3.0 build_697.002 All All

Application Redlion Crimson 3.0 build_697.003 All All

Application Redlion Crimson 3.0 build_700.000 All All

Application Redlion Crimson 3.0 build_702.002 All All

Application Redlion Crimson 3.0 build_702.004 All All

Application Redlion Crimson 3.0 build_703.001 All All

Application Redlion Crimson 3.0 build_705.000 All All

Application Redlion Crimson 3.0 build_707.000 All All

Application Redlion Crimson 3.1 - All All

Application Redlion Crimson 3.1 build_3100.000 All All

Application Redlion Crimson 3.1 build_3100.002 All All

Application Redlion Crimson 3.1 build_3100.003 All All

Application Redlion Crimson 3.1 build_3100.008 All All

Application Redlion Crimson 3.1 build_3100.009 All All

Application Redlion Crimson 3.1 build_3100.010 All All

Application Redlion Crimson 3.1 build_3101.001 All All

Application Redlion Crimson 3.1 build_3104.000 All All

Application Redlion Crimson 3.1 build_3106.000 All All

Application Redlion Crimson 3.1 build_3106.004 All All

Application Redlion Crimson 3.1 build_3108.002 All All

Application Redlion Crimson 3.1 build_3108.004 All All

Application Redlion Crimson 3.1 build_3109.003 All All

Application Redlion Crimson 3.1 build_3109.004 All All

Application Redlion Crimson 3.1 build_3110.000 All All

Application Redlion Crimson 3.1 build_3110.002 All All

Application Redlion Crimson 3.1 build_3110.004 All All

Application Redlion Crimson 3.1 build_3111.000 All All

Application Redlion Crimson 3.1 build_3112.000 All All

Application Redlion Crimson 3.1 build_3113.000 All All

Application Redlion Crimson 3.1 build_3114.002 All All

Application Redlion Crimson 3.1 build_3115.006 All All

Application Redlion Crimson 3.1 build_3115.008 All All
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Application Redlion Crimson 3.1 build_3115.008 All All

Application Redlion Crimson 3.1 build_3115.009 All All

Application Redlion Crimson 3.1 build_3116.000 All All

Application Redlion Crimson 3.1 build_3119.001 All All

Application Redlion Crimson 3.1 build_3119.002 All All

Application Redlion Crimson 3.1 build_3120.000 All All

Application Redlion Crimson 3.1 build_3120.001 All All

Application Redlion Crimson 3.1 build_3121.000 All All

Application Redlion Crimson 3.1 build_3122.000 All All

Application Redlion Crimson 3.1 build_3122.001 All All

Application Redlion Crimson 3.1 build_3123.000 All All

Application Redlion Crimson 3.1 build_3123.001 All All

Application Redlion Crimson 3.1 build_3124.000 All All

Application Redlion Crimson 3.1 build_3125.003 All All

Application Redlion Crimson 3.1 build_3125.006 All All

Application Redlion Crimson 3.1 build_3125.007 All All

Application Redlion Crimson 3.1 build_3126.000 All All

Application Redlion Crimson 3.1 build_3126.001 All All

Application Redlion Crimson 3.2 - All All

Application Redlion Crimson 3.2 build_3.2.0008.0 All All

Application Redlion Crimson 3.2 build_3.2.0014.0 All All

Application Redlion Crimson 3.2 build_3.2.0015.0 All All

Application Redlion Crimson 3.2 build_3.2.0016.0 All All

Application Redlion Crimson 3.2 build_3.2.0020.0 All All

Application Redlion Crimson 3.2 build_3.2.0021.0 All All

Application Redlion Crimson 3.2 build_3.2.0025.0 All All

Application Redlion Crimson 3.2 build_3.2.0026.0 All All

Application Redlion Crimson 3.2 build_3.2.0030.0 All All

Application Redlion Crimson 3.2 build_3.2.0031.0 All All

Application Redlion Crimson 3.2 build_3.2.0035.0 All All

Application Redlion Crimson 3.2 build_3.2.0036.0 All All

Application Redlion Crimson 3.2 build_3.2.0040.0 All All

Application Redlion Crimson 3.2 build_3.2.0041.0 All All

Application Redlion Crimson 3.2 build_3.2.0044.0 All All
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Reference Source Link Tags

Red Lion Crimson | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Dragos reported this vulnerability to Red Lion Controls, who reported this
vulnerability to CISA

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

591300 Red Lion Crimson Path Traversal Vulnerabilities(ICSA-22-321-01)
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