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Summary

CVE CVE-2022-30984

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-26 00:15:00 UTC

Updated 2022-09-02 13:45:00 UTC

Description A buffer overflow vulnerability in the Rubrik Backup Service (RBS) Agent for Linux or Unix-based systems in Rubrik CDM 7.0.1, 7.0.1-p1, 7.0.1-p2 or 7.0.1-p3 before CDM 7.0.2-p2 could allow a local attacker to obtain root privileges by sending a crafted message to the RBS agent.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel - All All All

Operating System Opengroup Unix - All All All

Application Rubrik Cdm 7.0.1 - All All

Application Rubrik Cdm 7.0.1 p1 All All

Application Rubrik Cdm 7.0.1 p2 All All

Application Rubrik Cdm 7.0.1 p3 All All

References

Reference Source Link Tags

Security Advisory (RBK-20220705-V0037): RBS elevation of privilege vulnerability | Rubrik MISC www.rubrik.com

Zero Trust Data Security | Rubrik MISC rubrik.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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