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Summary

CVE CVE-2022-3100

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-18 17:15:00 UTC

Updated 2023-01-26 15:11:00 UTC

Description A flaw was found in the openstack-barbican component. This issue allows an access policy bypass via a query string when accessing the API.

Risk And Classification

Problem Types: CWE-305

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Barbican - All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Application Redhat Openstack 13 All All All

Application Redhat Openstack 16.1 All All All

Application Redhat Openstack 16.2 - All All

Application Redhat Openstack 17 All All All

Application Redhat Openstack For Ibm Power 13 All All All

Application Redhat Openstack For Ibm Power 16.1 All All All

Application Redhat Openstack For Ibm Power 16.2 All All All

Application Redhat Openstack Platform 13.0 All All All

References

Reference Source Link Tags

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

181104 Debian Security Update for barbican (DLA 3136-1)

181109 Debian Security Update for barbican (DSA 5247-1)

183977 Debian Security Update for barbican (CVE-2022-3100)

199004 Ubuntu Security Notification for Barbican Vulnerability (USN-5697-1)

240729 Red Hat Update for Multiple OpenStack Platforms (RHSA-2022:6750)

http://cve.report/qid/181104
http://cve.report/qid/181109
http://cve.report/qid/183977
http://cve.report/qid/199004
http://cve.report/qid/240729
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2022-3100
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


