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Summary

CVE CVE-2022-31031

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 16:15:00 UTC

Updated 2023-08-30 01:15:00 UTC

Description PJSIP is a free and open source multimedia communication library written in C language implementing standard based protocols such as SIP, SDP, RTP, STUN, TURN, and ICE. In versions prior to and including 2.12.1 a stack buffer overflow vulnerability affects PJSIP users that use STUN in their applications, either by: setting a STUN server in their account/media config in PJSUA/PJSUA2 level, or directly using `pjlib-util/stun_simple` API. A patch is available in commit 450baca which should be included in the next release. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Teluu Pjsip All All All All

References

Reference Source Link

Debian -- Security Information -- DSA-5358-1 asterisk DEBIAN www.debian.org

PJSIP: Multiple Vulnerabilities (GLSA 202210-37) — Gentoo security GENTOO security.gentoo.org

[SECURITY] [DLA 3549-1] ring security update MLIST lists.debian.org

[SECURITY] [DLA 3335-1] asterisk security update MLIST lists.debian.org

Potential stack buffer overflow when parsing message as a STUN client · Advisory · pjsip/pjproject · GitHub CONFIRM github.com

Merge pull request from GHSA-26j7-ww69-c4qj · pjsip/pjproject@450baca · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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181602 Debian Security Update for asterisk (DLA 3335-1)

181679 Debian Security Update for asterisk (DSA 5358-1)

184224 Debian Security Update for ring (CVE-2022-31031)

199817 Ubuntu Security Notification for Ring Vulnerabilities (USN-6422-1)

503125 Alpine Linux Security Update for pjproject

505917 Alpine Linux Security Update for pjproject

6000045 Debian Security Update for ring (DLA 3549-1)

710674 Gentoo Linux PJSIP Multiple Vulnerabilities (GLSA 202210-37)
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