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Summary

CVE CVE-2022-31032

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-29 18:15:00 UTC

Updated 2023-07-21 17:09:00 UTC

Description Tuleap is a Free & Open Source Suite to improve management of software developments and collaboration. In versions prior to 13.9.99.58 authorizations are not properly verified when creating projects or trackers from projects marked as templates. Users can get access to information in those template projects because the permissions model is not properly enforced. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enalean Tuleap All All All All

Application Enalean Tuleap All All All All

References

Reference Source Link

Resources of private projects can be accessed by non project mem - request #26816 - Requests - Tuleap MISC tuleap.net

Git - Tuleap MISC tuleap.net

Permissions model — Tuleap latest version documentation MISC docs.tuleap.org

request #26816 Resources of private projects can be accessed by non p… · Enalean/tuleap@7e221a9 · GitHub MISC github.com

Merge commit 'refs/changes/79/25979/8' of ssh://gerrit.tuleap.net:294… · Enalean/tuleap@cc38bcc · GitHub MISC github.com

Resources of private projects can be accessed by non project members · Advisory · Enalean/tuleap · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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