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Summary

CVE CVE-2022-31038

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 17:15:00 UTC

Updated 2022-06-17 19:24:00 UTC

Description Gogs is an open source self-hosted Git service. In versions of gogs prior to 0.12.9 `DisplayName` does not filter characters input from users, which leads to an XSS vulnerability when directly displayed in the issue list. This issue has been resolved in commit 155cae1d which sanitizes `DisplayName` prior to display to the user. All users of gogs are advised to upgrade. Users unable to upgrade should check their users' display names for malicious characters.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gogs Gogs All All All All

References

Reference Source Link Tags

issues: sanitize `DisplayName` (#7009) · gogs/gogs@155cae1 · GitHub MISC github.com

XSS vulnerability in repository issue list · Advisory · gogs/gogs · GitHub CONFIRM github.com

issues: sanitize `DisplayName` by wuhan005 · Pull Request #7009 · gogs/gogs · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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