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Summary

CVE CVE-2022-31040

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 12:15:00 UTC

Updated 2022-06-21 14:16:00 UTC

Description Open Forms is an application for creating and publishing smart forms. Prior to versions 1.0.9 and 1.1.1, the cookie consent page in Open Forms contains an open redirect by injecting a `referer` querystring parameter and failing to validate the value. A malicious actor is able to redirect users to a website under their control, opening them up for phishing attacks. The redirect is initiated by the open forms backend which is a legimate page, making it less obvious to end users they are being redirected to a malicious website. Versions 1.0.9 and 1.1.1 contain patches for this issue. There are no known workarounds avaialble.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Maykinmedia Open Forms All All All All

Application Maykinmedia Open Forms 1.10 - All All

Application Maykinmedia Open Forms 1.10 rc0 All All

Application Maykinmedia Open Forms 1.10 rc1 All All

References

Reference Source Link

URL Redirection to Untrusted Site ('Open Redirect') in open-forms · Advisory · open-formulieren/open-forms · GitHub CONFIRM github.com

Merge pull request from GHSA-c97h-m5qf-j8mf · open-formulieren/open-forms@3e8c9cc · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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