
CVE-2022-31042
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-31042

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-10 00:15:00 UTC

Updated 2023-07-24 13:31:00 UTC

Description Guzzle is an open source PHP HTTP client. In affected versions the `Cookie` headers on requests are sensitive information. On making a request using the `https` scheme to a server which responds with a redirect to a URI with the `http` scheme, or on making a request to a server which responds with a redirect to a a URI to a different host, we should not forward the `Cookie` header on. Prior to this fix, only cookies that were managed by our cookie middleware would be safely removed, and any `Cookie` header manually added to the initial request would not be stripped. We now always strip it, and allow the cookie middleware to re-add any cookies that it deems should be there. Affected Guzzle 7 users should upgrade to Guzzle 7.4.4 as soon as possible. Affected users using any earlier series of Guzzle should upgrade to Guzzle 6.5.7 or 7.4.4. Users unable to upgrade may consider an alternative approach to use your own redirect middleware, rather than ours. If you do not require or expect redirects to be followed, one should simply disable redirects all together.

Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Drupal Drupal All All All All

Application Drupal Drupal 9.4.0 alpha1 All All

Application Drupal Drupal 9.4.0 beta1 All All

Application Drupal Drupal 9.4.0 rc1 All All

Application Guzzlephp Guzzle All All All All

References

Reference Source Link

Access to this page has been denied. CONFIRM www.drupal.org

Failure to strip the Cookie header on change in host or HTTP downgrade · Advisory · guzzle/guzzle · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-5246-1 mediawiki DEBIAN www.debian.org

RFC 9110: HTTP Semantics MISC www.rfc-editor.org

Release 7.4.4 (#3023) · guzzle/guzzle@e3ff079 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2022-31042/mitre
https://cve.report/CVE-2022-31042/nist
https://cve.report/CVE-2022-31042/cve_org
https://cve.report/CVE-2022-31042.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/guzzlephp
http://cve.report/software/guzzlephp/guzzle
https://www.drupal.org/sa-core-2022-011
https://github.com/guzzle/guzzle/security/advisories/GHSA-f2wf-25xc-69c9
https://www.debian.org/security/2022/dsa-5246
https://www.rfc-editor.org/rfc/rfc9110.html#name-redirection-3xx
https://github.com/guzzle/guzzle/commit/e3ff079b22820c2029d4c2a87796b6a0b8716ad8
https://www.cve.org/CVERecord?id=CVE-2022-31042
https://nvd.nist.gov/vuln/detail/CVE-2022-31042


No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

154119 Drupal Core: Guzzle Library Multiple Vulnerabilities (CVE-2022-31043,CVE-2022-31042)

181110 Debian Security Update for mediawiki (DSA 5246-1)

182614 Debian Security Update for mediawikiguzzle (CVE-2022-31042)

730582 Drupal Core Third-party libraries Vulnerability (SA-CORE-2022-011)

http://cve.report/qid/154119
http://cve.report/qid/181110
http://cve.report/qid/182614
http://cve.report/qid/730582
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-31042
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


