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Summary

CVE CVE-2022-31043

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-10 00:15:00 UTC

Updated 2023-07-24 13:31:00 UTC

Description Guzzle is an open source PHP HTTP client. In affected versions `Authorization` headers on requests are sensitive information. On making a request using the `https` scheme to a server which responds with a redirect to a URI with the `http` scheme, we should not forward the `Authorization` header on. This is much the same as to how we don't forward on the header if the host changes. Prior to this fix, `https` to `http` downgrades did not result in the `Authorization` header being removed, only changes to the host. Affected Guzzle 7 users should upgrade to Guzzle 7.4.4 as soon as possible. Affected users using any earlier series of Guzzle should upgrade to Guzzle 6.5.7 or 7.4.4. Users unable to upgrade may consider an alternative approach which would be to use their own redirect middleware. Alternately users may simply disable redirects all together if redirects are not expected or required.

Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Drupal Drupal All All All All

Application Drupal Drupal 9.4.0 alpha1 All All

Application Drupal Drupal 9.4.0 beta1 All All

Application Drupal Drupal 9.4.0 rc1 All All

Application Guzzlephp Guzzle All All All All

References

Reference Source Link Tags

Access to this page has been denied. CONFIRM www.drupal.org

Fix failure to strip Authorization header on HTTP downgrade · Advisory · guzzle/guzzle · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-5246-1 mediawiki DEBIAN www.debian.org

RFC 9110: HTTP Semantics MISC www.rfc-editor.org

Release 7.4.4 (#3023) · guzzle/guzzle@e3ff079 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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