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Summary

CVE CVE-2022-31054

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 20:15:00 UTC

Updated 2023-01-10 20:45:00 UTC

Description Argo Events is an event-driven workflow automation framework for Kubernetes. Prior to version 1.7.1, several `HandleRoute` endpoints make use of the deprecated `ioutil.ReadAll()`. `ioutil.ReadAll()` reads all the data into memory. As such, an attacker who sends a large request to the Argo Events server will be able to crash it and cause denial of service. A patch for this vulnerability has been released in Argo Events version 1.7.1.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Argoproj Argo Events All All All All

Application Argo Events Project Argo Events All All All All

References

Reference Source Link

chore: discontinue using ioutil (#1966) · argoproj/argo-events@eaabcb6 · GitHub MISC github.com

8 Uses of deprecated API can be used to cause DoS in user-facing endpoints · Issue #1946 · argoproj/argo-events · GitHub MISC github.com

chore: discontinue using ioutil by whynowy · Pull Request #1966 · argoproj/argo-events · GitHub MISC github.com

Uses of deprecated API can be used to cause DoS in user-facing endpoints · Advisory · argoproj/argo-events · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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