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Summary

CVE CVE-2022-31073

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-11 20:15:00 UTC

Updated 2022-07-16 13:38:00 UTC

Description KubeEdge is an open source system for extending native containerized application orchestration capabilities to hosts at Edge. Prior to versions 1.11.1, 1.10.2, and 1.9.4, the ServiceBus server on the edge side may be susceptible to a DoS attack if an HTTP request containing a very large Body is sent to it. It is possible for the node to be exhausted of memory. The consequence of the exhaustion is that other services on the node, e.g. other containers, will be unable to allocate memory and thus causing a denial of service. Malicious apps accidentally pulled by users on the host and have the access to send HTTP requests to localhost may make an attack. It will be affected only when users enable the `ServiceBus` module in the config file `edgecore.yaml`. This bug has been fixed in Kubeedge 1.11.1, 1.10.2, and 1.9.4. As a workaround, disable the `ServiceBus` module in the config file `edgecore.yaml`.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Kubeedge All All All All

References

Reference

Edge ServiceBus module: DoS by exhausting memory of node with http request containing large body · Advisory · kubeedge/kubeedge · GitHub

Cherry-pick GHSA-vwm6-qc77-v2rh: fix invalid request by kevin-wangzefeng · Pull Request #4039 · kubeedge/kubeedge · GitHub

Cherry-pick GHSA-vwm6-qc77-v2rh: fix invalid request by kevin-wangzefeng · Pull Request #4038 · kubeedge/kubeedge · GitHub

Cherry-pick GHSA-vwm6-qc77-v2rh: fix invalid request by kevin-wangzefeng · Pull Request #4042 · kubeedge/kubeedge · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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