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Summary

CVE CVE-2022-31077

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-27 21:15:00 UTC

Updated 2022-07-11 14:28:00 UTC

Description KubeEdge is built upon Kubernetes and extends native containerized application orchestration and device management to hosts at the Edge. In affected versions a malicious message response from KubeEdge can crash the CSI Driver controller server by triggering a nil-pointer dereference panic. As a consequence, the CSI Driver controller will be in denial of service. This bug has been fixed in Kubeedge 1.11.0, 1.10.1, and 1.9.3. Users should update to these versions to resolve the issue. At the time of writing, no workaround exists.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Kubeedge All All All All

Application Linuxfoundation Kubeedge 1.10.0 - All All

Application Linuxfoundation Kubeedge 1.10.0 beta0 All All

References

Reference Source

fix fuzzer extract message error by vincentgoat · Pull Request #3899 · kubeedge/kubeedge · GitHub MISC

CloudCore CSI Driver: Malicious response from KubeEdge can crash CSI Driver controller server · Advisory · kubeedge/kubeedge · GitHub CONFIRM

fix fuzzer extract message error by vincentgoat · Pull Request #3899 · kubeedge/kubeedge · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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