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Summary

CVE CVE-2022-31083

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-17 19:15:00 UTC

Updated 2023-06-29 14:39:00 UTC

Description Parse Server is an open source backend that can be deployed to any infrastructure that can run Node.js. Prior to versions 4.10.11 and 5.2.2, the certificate in the Parse Server Apple Game Center auth adapter not validated. As a result, authentication could potentially be bypassed by making a fake certificate accessible via certain Apple domains and providing the URL to that certificate in an authData object. Versions 4.0.11 and 5.2.2 prevent this by introducing a new `rootCertificateUrl` property to the Parse Server Apple Game Center auth adapter which takes the URL to the root certificate of Apple's Game Center authentication certificate. If no value is set, the `rootCertificateUrl` property defaults to the URL of the current root certificate as of May 27, 2022. Keep in mind that the root certificate can change at any time and that it is the developer's responsibility to keep the root certificate URL up-to-date when using the Parse Server Apple Game Center auth adapter. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parseplatform Parse-server All All All All

References

Reference Source

Authentication bypass vulnerability in Apple Game Center auth adapter · Advisory · parse-community/parse-server · GitHub CONFIRM

fix: certificate in Apple Game Center auth adapter not validated; thi… · parse-community/parse-server@ba2b0a9 · GitHub MISC

fix: certificate in Apple Game Center auth adapter not validated by mtrezza · Pull Request #8054 · parse-community/parse-server · GitHub MISC

Get ready for a new Game Center authentication certificate - Latest News - Apple Developer MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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