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Summary

CVE CVE-2022-31098

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-27 22:15:00 UTC

Updated 2022-07-11 13:54:00 UTC

Description Weave GitOps is a simple open source developer platform for people who want cloud native applications, without needing Kubernetes expertise. A vulnerability in the logging of Weave GitOps could allow an authenticated remote attacker to view sensitive cluster configurations, aka KubeConfg, of registered Kubernetes clusters, including the service account tokens in plain text from Weave GitOps's pod logs on the management cluster. An unauthorized remote attacker can also view these sensitive configurations from external log storage if enabled by the management cluster. This vulnerability is due to the client factory dumping cluster configurations and their service account tokens when the cluster manager tries to connect to an API server of a registered cluster, and a connection error occurs. An attacker could exploit this vulnerability by either accessing logs of a pod of Weave GitOps, or from external log storage and obtaining all cluster configurations of registered clusters. A successful exploit could allow the attacker to use those cluster configurations to manage the registered Kubernetes clusters. This vulnerability has been fixed by commit 567356f471353fb5c676c77f5abc2a04631d50ca. Users should upgrade to Weave GitOps core version v0.8.1-rc.6 or newer. There is no known workaround for this vulnerability.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Weave Weave Gitops All All All All

Application Weave Weave Gitops 0.8.1 rc1 All All

Application Weave Weave Gitops 0.8.1 rc2 All All

Application Weave Weave Gitops 0.8.1 rc3 All All

Application Weave Weave Gitops 0.8.1 rc4 All All

Application Weave Weave Gitops 0.8.1 rc5 All All

References

Reference Source Link

Fix logging on cluster connection error · weaveworks/weave-gitops@567356f · GitHub MISC github.com

Weave GitOps leaked cluster credentials into logs on connection errors · Advisory · weaveworks/weave-gitops · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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