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avssanvuncrruunsucnan — Gertain versions of Linux Kernel from Linux contain the following
vulnerability:

An issue was discovered in the Linux kernel through 5.16-rc6.
_rtw_init_xmit_priv in drivers/staging/r8188eu/core/rtw_xmit.c lacks
check of the return value of rtw_alloc_hwxmits() and will cause the null
pointer dereference.

CVE-2022-3110 has been assigned by && secalert@redhat.com to track the vulnerability - currently rated as severity.
CVSS3 Score: [SISEMEDIIM)
Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVE References
Description Tags Link
kernel/git/torvalds/linux.git - Linux kernel source tree @ MISC
git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?
h=v5.19-

rc2&id=f94b47c6bde624d6c07f43054087607c52054a95

2153055 — (CVE-2022-3110) CVE-2022-3110 (%) MISC bugzilla.redhat.com/show_bug.cgi?id=2153055
Kernel: Unchecked rtw_alloc_hwxmits return leads
to null pointer dereference.

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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Reldled WQID NUImpe

183795 Debian Security Update for linux (CVE-2022-3110)

904692 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11635)
904697 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11610)
906357 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11610-2)

906719 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11635-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel All All All All
System

Operating Linux Linux Kernel 5.16.0 - All All
System

Operating Linux Linux Kernel 5.16.0 rci All All
System

Operating Linux Linux Kernel 5.16.0 rc2 All All
System

Operating Linux Linux Kernel 5.16.0 rc3 All All
System

Operating Linux Linux Kernel 5.16.0 rc4 All All
System

Operating Linux Linux Kernel 5.16.0 rcd All All
System

Operating Linux Linux Kernel 5.16.0 rcé All All
System

Skkakukkuk.

cpe:2.3:0:linux:linux_kernel:5.16.0:rc6:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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