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Summary

CVE CVE-2022-31106

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-28 18:15:00 UTC

Updated 2022-07-08 13:40:00 UTC

Description Underscore.deep is a collection of Underscore mixins that operate on nested objects. Versions of `underscore.deep` prior to version 0.5.3 are vulnerable to a prototype pollution vulnerability. An attacker can craft a malicious payload and pass it to `deepFromFlat`, which would pollute any future Objects created. Any users that have `deepFromFlat` or `deepPick` (due to its dependency on `deepFromFlat`) in their code should upgrade to version 0.5.3 as soon as possible. Users unable to upgrade may mitigate this issue by modifying `deepFromFlat` to prevent specific keywords which will prevent this from happening.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clever Underscore.deep All All All All

References

Reference

Improperly Controlled Modification of Object Prototype Attributes ('Prototype Pollution') in underscore.deep · Advisory · Clever/underscore.deep · GitHub

Merge pull request from GHSA-8j79-hfj5-f2xm · Clever/underscore.deep@b5e109a · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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