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CVE CVE-2022-31107
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2022-07-15 13:15:00 UTC

Updated 2022-10-29 02:53:00 UTC

Description Grafana is an open-source platform for monitoring and observability. In versions 5.3 until 9.0.3, 8.5.9, 8.4.10, and 8.3.10, it
1 I i

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Grafana Grafana All All All All
Application Netapp E-series Performance Analyzer - All All All

References

Reference Source
Release notes for Grafana 9.0.3 | Grafana documentation MISC
Release notes for Grafana 8.4.10 | Grafana documentation MISC

Grafana account takeover via OAuth vulnerability - Advisory - grafana/grafana - GitHub ~ CONFIRM

Link Tags
grafana.com
grafana.com

github.com

Release notes for Grafana 8.5.9 | Grafana documentation MISC grafana.com

July 2022 Grafana Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
(| N

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159998 Oracle Enterprise Linux Security Update for grafana (ELSA-2022-5716)


https://cve.report/
https://cve.report/CVE-2022-31107/mitre
https://cve.report/CVE-2022-31107/nist
https://cve.report/CVE-2022-31107/cve_org
https://cve.report/CVE-2022-31107.pdf
http://cve.report/vendor/grafana
http://cve.report/software/grafana/grafana
http://cve.report/vendor/netapp
http://cve.report/software/netapp/e-series_performance_analyzer
https://grafana.com/docs/grafana/next/release-notes/release-notes-9-0-3/
https://grafana.com/docs/grafana/next/release-notes/release-notes-8-4-10/
https://github.com/grafana/grafana/security/advisories/GHSA-mx47-6497-3fv2
https://grafana.com/docs/grafana/next/release-notes/release-notes-8-5-9/
https://security.netapp.com/advisory/ntap-20220901-0010/
https://www.cve.org/CVERecord?id=CVE-2022-31107
https://nvd.nist.gov/vuln/detail/CVE-2022-31107
http://cve.report/qid/159998

160001 Oracle Enterprise Linux Security Update for grafana (ELSA-2022-5717)

240559 Red Hat Update for grafana (RHSA-2022:5716)

240561 Red Hat Update for grafana (RHSA-2022:5719)

240562 Red Hat Update for grafana (RHSA-2022:5718)

240563 Red Hat Update for grafana (RHSA-2022:5717)

377095 Alibaba Cloud Linux Security Update for grafana (ALINUX3-SA-2022:0144)

502435 Alpine Linux Security Update for grafana

502866 Alpine Linux Security Update for grafana

690904 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (0859e6d5-0415-11ed-a53b-6¢3be5272acd)

752731 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2022:3747-1)

752734 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2022:3751-1)

752995 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2022:4428-1)

753255 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2022:3765-1)

754116 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:2578-1)

940600 AlmaLinux Security Update for grafana (ALSA-2022:5717)

940625 AlmaLinux Security Update for grafana (ALSA-2022:5716)

960455 Rocky Linux Security Update for grafana (RLSA-2022:5717)

960596 Rocky Linux Security Update for grafana (RLSA-2022:5716)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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