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cssamnneLrriumsecuiia  Gertain versions of Humhub from Humhub contain the foIIowing
vulnerability:

HumHub is an Open Source Enterprise Social Network. Affected
versions of HumHub are vulnerable to a stored Cross-Site Scripting
(XSS) vulnerability. For exploitation, the attacker would need a
permission to administer the Spaces feature. The names of individual
"spaces" are not properly escaped and so an attacker with sufficient
privilege could insert malicious javascript into a space name and exploit system users who
visit that space. It is recommended that the HumHub is upgraded to 1.11.4, 1.10.5. There are
no known workarounds for this issue.

CVE-2022-31133 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () humhub - humhub version < 1.11.4

CVSS3 Score: _

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK Low HiGH

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE |
CVSS2 Score: [35=LEowW)

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

[[NONE) [[NONE |
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CVE References

Description Tags Link

Fix format of displaying user profile O MIsC
title field on "People" page (#... - text/html github.com/humhub/humhub/commit/07d9f8f9b6334970ee38156a3416c3708d157cae
humhub/humhub@07d9f8f - GitHub

XSS in Space Admin - Advisory -

¢) CONFIRM github.com/humhub/humhub/security/advisories/GHSA-p7h3-73v7-

humhub/humhub - GitHub 959¢
Fix space name in membership O MIsC
confirmation (#5790) - github.com/humhub/humhub/commit/f88991dfe56a05870df165ac89a2755dd4c1ffal

humhub/humhub@f88991d - GitHub

Improper access control could make — [ITIEET MISC huntr.dev/bounties/89d996a2-de30-4261-8e3f-98e54ch25f76
any user export all user of website
vulnerability found in humhub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Humhub Humhub All All All All

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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