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Summary

CVE CVE-2022-31150

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-19 21:15:00 UTC

Updated 2022-10-28 18:31:00 UTC

Description undici is an HTTP/1.1 client, written from scratch for Node.js. It is possible to inject CRLF sequences into request headers in undici in versions less than 5.7.1. A fix was released in version 5.8.0. Sanitizing all HTTP headers from untrusted sources to eliminate `\r\n` is a workaround for this issue.

Risk And Classification

Problem Types: CWE-93

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Undici All All All All

References

Reference Source Link Tags

CRLF injection in request path, method, and headers · Advisory · nodejs/undici · GitHub CONFIRM github.com

CVE-2022-31150 Node.js Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Release v5.8.0 · nodejs/undici · GitHub MISC github.com

HackerOne MISC hackerone.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

753302 SUSE Enterprise Linux Security Update for nodejs16 (SUSE-SU-2022:3251-1)

753318 SUSE Enterprise Linux Security Update for nodejs16 (SUSE-SU-2022:3250-1)
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