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Summary

CVE CVE-2022-31154

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-01 19:15:00 UTC

Updated 2022-08-08 14:38:00 UTC

Description Sourcegraph is an opensource code search and navigation engine. It is possible for an authenticated Sourcegraph user to edit the Code Monitors owned by any other Sourcegraph user. This includes being able to edit both the trigger and the action of the monitor in question. An attacker is not able to read contents of existing code monitors, only override the data. The issue is fixed in Sourcegraph 3.42. There are no workaround for the issue and patching is highly recommended.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sourcegraph Sourcegraph All All All All

References

Reference Source

Indirect Object Access in Sourcegraph Code Monitoring · Advisory · sourcegraph/sourcegraph · GitHub CONFIRM

Code monitors: fix issue with action/trigger perms checking by camdencheek · Pull Request #37526 · sourcegraph/sourcegraph · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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