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CVE CVE-2022-31175
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-03 19:15:00 UTC

Updated 2022-08-09 17:28:00 UTC

Description CKEditor 5 is a JavaScript rich text editor. A cross-site scripting vulnerability has been discovered affecting three optional C
) I i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ckeditor Ckeditor5-html-embed All All All All
Application Ckeditor Ckeditor5-html-support All All All All
Application Ckeditor Ckeditor5-markdown-gfm All All All All

References |
Reference Source Link
General HTML Support - CKEditor 5 Documentation MISC ckeditor.co
Markdown output - CKEditor 5 Documentation MISC ckeditor.co

Cross-site scripting (XSS) caused by the editor instance destroying process - Advisory - ckeditor/ckeditor5 - GitHub ~ CONFIRM  github.com

HTML embed - CKEditor 5 Documentation MISC ckeditor.co
CVE Program record CVE.ORG www.cve.o
NVD vulnerability detail NVD nvd.nist.go

1]

No vendor comments have been submitted for this CVE.
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