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Summary

CVE CVE-2022-31175

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-03 19:15:00 UTC

Updated 2022-08-09 17:28:00 UTC

Description CKEditor 5 is a JavaScript rich text editor. A cross-site scripting vulnerability has been discovered affecting three optional CKEditor 5's packages in versions prior to 35.0.1. The vulnerability allowed to trigger a JavaScript code after fulfilling special conditions. The affected packages are `@ckeditor/ckeditor5-markdown-gfm`, `@ckeditor/ckeditor5-html-support`, and `@ckeditor/ckeditor5-html-embed`. The specific conditions are 1) Using one of the affected packages. In case of `ckeditor5-html-support` and `ckeditor5-html-embed`, additionally, it was required to use a configuration that allows unsafe markup inside the editor. 2) Destroying the editor instance and 3) Initializing the editor on an element and using an element other than `<textarea>` as a base. The root cause of the issue was a mechanism responsible for updating the source element with the markup coming from the CKEditor 5 data pipeline after destroying the editor. This vulnerability might affect a small percent of integrators that depend on dynamic editor initialization/destroy and use Markdown, General HTML Support or HTML embed features. The problem has been recognized and patched. The fix is available in version 35.0.1. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ckeditor Ckeditor5-html-embed All All All All

Application Ckeditor Ckeditor5-html-support All All All All

Application Ckeditor Ckeditor5-markdown-gfm All All All All

References

Reference Source Link

General HTML Support - CKEditor 5 Documentation MISC ckeditor.com

Markdown output - CKEditor 5 Documentation MISC ckeditor.com

Cross-site scripting (XSS) caused by the editor instance destroying process · Advisory · ckeditor/ckeditor5 · GitHub CONFIRM github.com

HTML embed - CKEditor 5 Documentation MISC ckeditor.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690924 Free Berkeley Software Distribution (FreeBSD) Security Update for drupal9 (03bb8373-2026-11ed-9d70-080027240888)
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