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Summary

CVE CVE-2022-31189

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-01 21:15:00 UTC

Updated 2022-08-08 17:02:00 UTC

Description DSpace open source software is a repository application which provides durable access to digital resources. dspace-jspui is a UI component for DSpace. When an "Internal System Error" occurs in the JSPUI, then entire exception (including stack trace) is available. Information in this stacktrace may be useful to an attacker in launching a more sophisticated attack. This vulnerability only impacts the JSPUI. This issue has been fixed in version 6.4. users are advised to upgrade. Users unable to upgrade should disable the display of error messages in their internal.jsp file.

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Duraspace Dspace All All All All

References

Reference Source

[DS-4449] Sanitise stacktrace output and default to NOT output stackt… · DSpace/DSpace@afcc6c3 · GitHub MISC

"Internal System Error" page in JSPUI prints exceptions and stack traces without sanitization · Advisory · DSpace/DSpace · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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