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Summary

CVE CVE-2022-31191

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-01 21:15:00 UTC

Updated 2022-08-08 17:04:00 UTC

Description DSpace open source software is a repository application which provides durable access to digital resources. dspace-jspui is a UI component for DSpace. The JSPUI spellcheck "Did you mean" HTML escapes the data-spell attribute in the link, but not the actual displayed text. Similarly, the JSPUI autocomplete HTML does not properly escape text passed to it. Both are vulnerable to XSS. This vulnerability only impacts the JSPUI. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Duraspace Dspace All All All All

Application Duraspace Dspace All All All All

References

Reference Source Link

[DS-4453] Fix XSS handling in JSPUI discovery spellcheck · DSpace/DSpace@ebb83a7 · GitHub MISC github.com

[DS-4453] Fix XSS handling in JSPUI discovery autocomplete · DSpace/DSpace@35030a2 · GitHub MISC github.com

Cross Site Scripting (XSS) possible in JSPUI spellcheck and autocomplete tools · Advisory · DSpace/DSpace · GitHub CONFIRM github.com

[DS-4453] Discovery autocomplete HTML escaping (JSPUI) · DSpace/DSpace@6f75bb0 · GitHub MISC github.com

[DS-4453] Escape spellcheck, autocomplete HTML (JSPUI) · DSpace/DSpace@c89e493 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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