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Summary

CVE CVE-2022-31196

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-02 20:15:00 UTC

Updated 2022-09-08 03:30:00 UTC

Description Databasir is a database metadata management platform. Databasir <= 1.06 has Server-Side Request Forgery (SSRF) vulnerability. The SSRF is triggered by a sending a **single** HTTP POST request to create a databaseType. By supplying a `jdbcDriverFileUrl` that returns a non `200` response code, the url is executed, the response is logged (both in terminal and in database) and is included in the response. This would allow an attackers to obtain the real IP address and scan Intranet information. This issue was fixed in version 1.0.7.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Databasir Databasir All All All All

References

Reference Source Link Tags

fix: security vulnerability SSRF (#256) · vran-dev/databasir@226c20e · GitHub MISC github.com

Release v1.0.7 · vran-dev/databasir · GitHub MISC github.com

Databasir SSRF · Advisory · vran-dev/databasir · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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