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CVE Program / NVD first with legacy fallback
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The Omron SYSMAC Nx product family PLCs (NJ series, NY series, NX series, and PMAC series) through 2022-005-18 lac
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NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Product

Nj101-1000
Nj101-1000 Firmware
Nj101-1020
Nj101-1020 Firmware
Nj101-9000
Nj101-9000 Firmware
Nj101-9020
Nj101-9020 Firmware
Nj301-1100
Nj301-1100 Firmware
Nj301-1200
Nj301-1200 Firmware
Nj501-1300
Nj501-1300 Firmware
Nj501-1320
Nj501-1320 Firmware

Ni501-1340

Version

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2022-31206/mitre
https://cve.report/CVE-2022-31206/nist
https://cve.report/CVE-2022-31206/cve_org
https://cve.report/api/cve/CVE-2022-31206.json
https://cve.report/CVE-2022-31206.pdf
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-1000
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-1000_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-1020
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-1020_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-9000
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-9000_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-9020
http://cve.report/vendor/omron
http://cve.report/software/omron/nj101-9020_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj301-1100
http://cve.report/vendor/omron
http://cve.report/software/omron/nj301-1100_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj301-1200
http://cve.report/vendor/omron
http://cve.report/software/omron/nj301-1200_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1300
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1300_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1320
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1320_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1340

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Omron

Nj501-1340 Firmware
Nj501-1400
Nj501-1400 Firmware
Nj501-1420
Nj501-1420 Firmware
Nj501-1500
Nj501-1500 Firmware
Nj501-1520
Nj501-1520 Firmware
Nj501-4300
Nj501-4300 Firmware
Nj501-4320
Nj501-4320 Firmware
Nj501-4400
Nj501-4400 Firmware
Nj501-4500
Nj501-4500 Firmware
Nj501-5300

Nj501-5300-1

Nj501-5300-1 Firmware

Nj501-5300 Firmware
Nx701-1600
Nx701-1600 Firmware
Nx701-1620
Nx701-1620 Firmware
Nx701-1700
Nx701-1700 Firmware
Nx701-1720
Nx701-1720 Firmware
Nx701-z600
Nx701-z600 Firmware
Nx701-z700

Nx701-z700 Firmware

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References


http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1340_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1400
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1400_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1420
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1420_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1500
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1500_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1520
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-1520_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4300
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4300_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4320
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4320_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4400
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4400_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4500
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-4500_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-5300
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-5300-1
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-5300-1_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-5300_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1600
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1600_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1620
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1620_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1700
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1700_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1720
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1720_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-z600
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-z600_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-z700
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-z700_firmware

Heterence source

Omron SYSMAC CS/CJ/CP Series and NJ/NX Series | CISA MISC
Blog - Forescout MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

LINK lags
www.cisa.gov

www.forescout.com

WWW.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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