CVE-2022-31208

Published on: Not Yet Published
Last Modified on: 07/25/2022 03:09:00 AM UTC

CVE-2022-31208

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cwssanammcLrrLumsuckan Gertain versions of Iray—a823 from Infiray contain the foIIowing
: vulnerability:

An issue was discovered in Infiray IRAY-A8Z3 1.0.957. The webserver
contains an endpoint that can execute arbitrary commands by
manipulating the cmd_string URL parameter.

PR

CVE-2022-31208 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9-HIGH

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Multiple Vulnerabilities in Infiray IRAY-A8Z3 «¥r MISC sec-consult.com/vulnerability-lab/advisory/infiray-iray-thermal-

thermal camera camera-multiple-vulnerabilities/
Infrared Security Database - IRay e= MISC www.infiray.com/infrared-security-database.html
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comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition
Hardware = >4 Infiray Iray-a8z3 - All All
Operating Infiray Iray-a8z3 Firmware 1.0.957 All All
System

e_akakok kL kKK,

cpe:2.3:h:infiray:iray-a8z3:-: """

cpe:2.3:0:infiray:iray-a8z3_firmware:1.0.957:*:****:*:*:

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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