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Summary

CVE CVE-2022-31212

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-17 23:15:00 UTC

Updated 2023-05-03 11:15:00 UTC

Description An issue was discovered in dbus-broker before 31. It depends on c-uitl/c-shquote to parse the DBus service's Exec line. c-shquote contains a stack-based buffer over-read if a malicious Exec line is supplied.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dbus-broker Project Dbus-broker All All All All

References

Reference Source Link Tags

Multiple Memory Corruption Vulnerabilities in dbus-broker MISC sec-consult.com

dbus-broker: Multiple Vulnerabilities (GLSA 202305-04) — Gentoo security GENTOO security.gentoo.org

Comparing v30...v31 · bus1/dbus-broker · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160105 Oracle Enterprise Linux Security Update for dbus-broker (ELSA-2022-6608)

180872 Debian Security Update for dbus-broker (CVE-2022-31212)

240678 Red Hat Update for dbus-broker (RHSA-2022:6608)

355286 Amazon Linux Security Advisory for dbus-broker : ALAS2023-2023-080
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355286 Amazon Linux Security Advisory for dbus-broker : ALAS2023-2023-080

940684 AlmaLinux Security Update for dbus-broker (ALSA-2022:6608)

960630 Rocky Linux Security Update for dbus-broker (RLSA-2022:6608)
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