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Summary

CVE CVE-2022-31261

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-24 15:15:00 UTC

Updated 2022-06-08 17:20:00 UTC

Description An XXE issue was discovered in Morpheus through 5.2.16 and 5.4.x through 5.4.4. A successful attack requires a SAML identity provider to be configured. In order to exploit the vulnerability, the attacker must know the unique SAML callback ID of the configured identity source. A remote attacker can send a request crafted with an XXE payload to invoke a malicious DTD hosted on a system that they control. This results in reading local files that the application has access to.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Morpheusdata Morpheus All All All All

Application Morpheusdata Morpheus All All All All

References

Reference Source Link Tags

v5.4.4 Release Notes — Morpheus Docs documentation MISC docs.morpheusdata.com

Morpheus Support MISC support.morpheusdata.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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