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Summary

CVE CVE-2022-3140

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 21:15:00 UTC

Updated 2023-03-27 00:15:00 UTC

Description LibreOffice supports Office URI Schemes to enable browser integration of LibreOffice with MS SharePoint server. An additional scheme 'vnd.libreoffice.command' specific to LibreOffice was added. In the affected versions of LibreOffice links using that scheme could be constructed to call internal macros with arbitrary arguments. Which when clicked on, or activated by document events, could result in arbitrary script execution without warning. This issue affects: The Document Foundation LibreOffice 7.4 versions prior to 7.4.1; 7.3 versions prior to 7.3.6.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Libreoffice Libreoffice All All All All

Application Libreoffice Libreoffice 7.4.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3368-1] libreoffice security update MLIST lists.debian.org

[SECURITY] Fedora 35 Update: libreoffice-7.2.7.2-2.fc35 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] Fedora 35 Update: libreoffice-7.2.7.2-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2022-3140 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft MISC www.libreoffice.org

LibreOffice: Arbitrary Code Execution (GLSA 202212-04) — Gentoo security GENTOO security.gentoo.org

Debian -- Security Information -- DSA-5252-1 libreoffice DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

160398 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2023-0089)

160422 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2023-0304)

181135 Debian Security Update for libreoffice (DSA 5252-1)

181639 Debian Security Update for libreoffice (DLA 3368-1)

184158 Debian Security Update for libreoffice (CVE-2022-3140)

199000 Ubuntu Security Notification for LibreOffice Vulnerabilities (USN-5694-1)

241056 Red Hat Update for libreoffice (RHSA-2023:0089)

241115 Red Hat Update for libreoffice (RHSA-2023:0304)

283230 Fedora Security Update for libreoffice (FEDORA-2022-775c747e4a)

502566 Alpine Linux Security Update for libreoffice

502588 Alpine Linux Security Update for libreoffice

502879 Alpine Linux Security Update for libreoffice

710691 Gentoo Linux LibreOffice Arbitrary Code Execution Vulnerability (GLSA 202212-04)

752680 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2022:3602-1)

753136 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2022:3650-1)

940875 AlmaLinux Security Update for libreoffice (ALSA-2023:0089)

940908 AlmaLinux Security Update for libreoffice (ALSA-2023:0304)

960556 Rocky Linux Security Update for libreoffice (RLSA-2023:0304)

960559 Rocky Linux Security Update for libreoffice (RLSA-2023:0089)
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