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Summary

CVE CVE-2022-31624

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-25 21:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description MariaDB Server before 10.7 is vulnerable to Denial of Service. While executing the plugin/server_audit/server_audit.c method log_statement_ex, the held lock lock_bigbuffer is not released correctly, which allows local users to trigger a denial of service due to the deadlock.

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mariadb Mariadb All All All All

References

Reference Source Link Tags

MDEV-26556 An improper locking bug(s) due to unreleased lock. · MariaDB/server@d627d00 · GitHub MISC github.com

Log in - Jira MISC jira.mariadb.org

June 2022 MariaDB Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179331 Debian Security Update for mariadb-10.5mariadb-10.3 (CVE-2022-31624)

354476 Amazon Linux Security Advisory for mariadb105 : ALAS2022-2022-182

355152 Amazon Linux Security Advisory for mariadb105 : ALAS2023-2023-037
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355322 Amazon Linux Security Advisory for mariadb : ALAS2-2023-2057

356265 Amazon Linux Security Advisory for mariadb : ALASMARIADB10.5-2023-003

502457 Alpine Linux Security Update for mariadb

504147 Alpine Linux Security Update for mariadb

672043 EulerOS Security Update for mariadb (EulerOS-SA-2022-2227)

672046 EulerOS Security Update for mariadb (EulerOS-SA-2022-2275)

902016 Common Base Linux Mariner (CBL-Mariner) Security Update for mariadb (9807)

902042 Common Base Linux Mariner (CBL-Mariner) Security Update for mariadb (9803)

902195 Common Base Linux Mariner (CBL-Mariner) Security Update for mariadb (9807-1)

903791 Common Base Linux Mariner (CBL-Mariner) Security Update for mariadb (9803-1)

960353 Rocky Linux Security Update for mariadb:10.5 (RLSA-2022:1557)

960427 Rocky Linux Security Update for mariadb:10.3 (RLSA-2022:1556)
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