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CVE CVE-2022-3166
State PUBLIC
Assigner PSIRT@rockwellautomation.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-16 20:15:00 UTC
Updated 2023-11-07 03:50:00 UTC
Description Rockwell Automation was made aware that the webservers of the Micrologix 1100 and 1400 controllers contain a vulnerabi
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Risk And Classification

Problem Types: CWE-924

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation Micrologix 1100 - All All All

Operating System Rockwellautomation Micrologix 1100 Firmware - All All All

Hardware Rockwellautomation Micrologix 1400 - All All All

Operating System Rockwellautomation Micrologix 1400 Firmware - All All All
References

Reference Source

Product Notice 1611: MicroLogix 1100 & 1400 Product Web Server Application Vulnerable to Denial-Of-Service Condition Attack MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591270 Rockwell Automation MicroLogix 1100 and 1400 Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-354-04)
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