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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2022-31665

PUBLIC

security@vmware.com

CVE Program / NVD first with legacy fallback

2022-08-05 16:15:00 UTC

2022-08-11 16:14:00 UTC

VMware Workspace ONE Access, Identity Manager and vRealize Automation contain a remote code execution vulnerability

Risk And Classification

1|

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor

Linux

Microsoft

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Product

Linux Kernel

Windows

Identity Manager

Identity Manager

Identity Manager

Identity Manager Connector
Identity Manager Connector
Identity Manager Connector
Identity Manager Connector
One Access

One Access

Version

19.03.0.1

3.3.4

3.3.5

3.3.6

21.08.0.0

21.08.0.1

Update

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Edition

Language
All
All
All
All
All
All
All
All
All
All

All

References

Reference

VMSA-2022-0021

CVE Program record

NVD vulnerability detail

Source Link

MISC www.vmware.com
CVE.ORG WWW.Cve.org
NVD nvd.nist.gov

Tags

canonical

canonical, analysis
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

376771 VMware |dentity Manager (vIDM) and Workspace ONE Access Multiple Vulnerabilities (VMSA-2022-0021)
376773 VMware |dentity Manager (vIDM) Connector Multiple Vulnerabilities (VMSA-2022-0021)

730594 VMware Identity Manager (vIDM) and Workspace ONE Access Multiple Vulnerabilities (VMSA-2022-0021) (Unauthenticated
Check)
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