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Summary

CVE CVE-2022-31739

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2023-01-04 15:54:00 UTC

Description When downloading files on Windows, the % character was not escaped, which could have lead to a download incorrectly being saved to attacker-influenced paths that used variables such as %HOMEPATH% or %APPDATA%.<br>*This bug only affects Firefox for Windows. Other operating systems are unaffected.*. This vulnerability affects Thunderbird < 91.10, Firefox < 101, and Firefox ESR < 91.10.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Security Vulnerabilities fixed in Firefox 101 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Firefox ESR 91.10 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Thunderbird 91.10 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-31739/mitre
https://cve.report/CVE-2022-31739/nist
https://cve.report/CVE-2022-31739/cve_org
https://cve.report/CVE-2022-31739.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://www.mozilla.org/security/advisories/mfsa2022-20/
https://www.mozilla.org/security/advisories/mfsa2022-21/
https://www.mozilla.org/security/advisories/mfsa2022-22/
https://bugzilla.mozilla.org/show_bug.cgi?id=1765049
https://www.cve.org/CVERecord?id=CVE-2022-31739
https://nvd.nist.gov/vuln/detail/CVE-2022-31739
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CVE.report and Source URL Uptime Status status.cve.report

376643 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-20)

376644 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2022-21)

376645 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-22)

502057 Alpine Linux Security Update for firefox-esr

502380 Alpine Linux Security Update for thunderbird

502686 Alpine Linux Security Update for firefox

504810 Alpine Linux Security Update for firefox-esr

504824 Alpine Linux Security Update for firefox

505448 Alpine Linux Security Update for thunderbird

752200 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:1927-1)

752204 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:1920-1)

752206 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:1921-1)

753109 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:2062-1)

http://cve.report/qid/376643
http://cve.report/qid/376644
http://cve.report/qid/376645
http://cve.report/qid/502057
http://cve.report/qid/502380
http://cve.report/qid/502686
http://cve.report/qid/504810
http://cve.report/qid/504824
http://cve.report/qid/505448
http://cve.report/qid/752200
http://cve.report/qid/752204
http://cve.report/qid/752206
http://cve.report/qid/753109
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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