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Summary

CVE CVE-2022-3176

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-16 14:15:00 UTC

Updated 2023-04-11 18:15:00 UTC

Description There exists a use-after-free in io_uring in the Linux kernel. Signalfd_poll() and binder_poll() use a waitqueue whose lifetime is the current task. It will send a POLLFREE notification to all waiters before the queue is freed. Unfortunately, the io_uring poll doesn't handle POLLFREE. This allows a use-after-free to occur if a signalfd or binder fd is polled with io_uring poll, and the waitqueue gets freed. We recommend upgrading past commit fc78b2fc21f10c4c9c4d5d659a685710ffa63659

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel - All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5257-1 linux DEBIAN www.debian.org

[SECURITY] [DLA 3173-1] linux-5.10 security update MLIST lists.debian.org

???????? MISC kernel.dance

kernel/git/stable/linux.git - Linux kernel stable tree MISC git.kernel.org

CVE-2022-3176 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

https://cve.report/
https://cve.report/CVE-2022-3176/mitre
https://cve.report/CVE-2022-3176/nist
https://cve.report/CVE-2022-3176/cve_org
https://cve.report/CVE-2022-3176.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://www.debian.org/security/2022/dsa-5257
https://lists.debian.org/debian-lts-announce/2022/11/msg00001.html
https://kernel.dance/#fc78b2fc21f10c4c9c4d5d659a685710ffa63659
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit?h=linux-5.4.y&id=fc78b2fc21f10c4c9c4d5d659a685710ffa63659
https://security.netapp.com/advisory/ntap-20230216-0003/
https://www.cve.org/CVERecord?id=CVE-2022-3176
https://nvd.nist.gov/vuln/detail/CVE-2022-3176


LEGACY: Bing-Jhong Billy Jheng <billy@starlabs.sg>

Legacy QID Mappings

181145 Debian Security Update for linux (DSA 5257-1)

181190 Debian Security Update for linux-5.10 (DLA 3173-1)

184569 Debian Security Update for linux (CVE-2022-3176)

198979 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5667-1)

198980 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5668-1)

198987 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5677-1)

198989 Ubuntu Security Notification for Linux kernel (IBM) Vulnerabilities (USN-5683-1)

198990 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-5682-1)

199009 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-5703-1)

199011 Ubuntu Security Notification for Linux kernel (Azure CVM) Vulnerabilities (USN-5706-1)

354082 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-008

354439 Amazon Linux Security Advisory for kernel : ALAS2022-2022-150

354468 Amazon Linux Security Advisory for kernel : ALAS2022-2022-185

354542 Amazon Linux Security Advisory for kernel : ALAS-2022-185

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

377626 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2022:0044)

377633 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2022:0167)

377871 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0001)

377891 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0002)

6140303 AWS Bottlerocket Security Update for kernel (GHSA-rph4-chmh-mwx8)

752839 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3929-1)

752880 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4053-1)

752889 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3897-1)

753020 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4585-1)

753034 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4504-1)

753051 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4589-1)

http://cve.report/qid/181145
http://cve.report/qid/181190
http://cve.report/qid/184569
http://cve.report/qid/198979
http://cve.report/qid/198980
http://cve.report/qid/198987
http://cve.report/qid/198989
http://cve.report/qid/198990
http://cve.report/qid/199009
http://cve.report/qid/199011
http://cve.report/qid/354082
http://cve.report/qid/354439
http://cve.report/qid/354468
http://cve.report/qid/354542
http://cve.report/qid/355199
http://cve.report/qid/377626
http://cve.report/qid/377633
http://cve.report/qid/377871
http://cve.report/qid/377891
http://cve.report/qid/6140303
http://cve.report/qid/752839
http://cve.report/qid/752880
http://cve.report/qid/752889
http://cve.report/qid/753020
http://cve.report/qid/753034
http://cve.report/qid/753051


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

753063 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4617-1)

http://cve.report/qid/753063
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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