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CVE CVE-2022-31765
State PUBLISHED
Assigner siemens

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 11:15:09 UTC
Updated 2026-04-14 09:16:29 UTC
Description Affected devices do not properly authorize the change password function of the web interface. This could allow low privilege

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.005040000 probability, percentile 0.661480000 (date 2026-04-15)
Problem Types: CWE-862 | CWE-862 CWE-862: Missing Authorization

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 productcert@siemens.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Hardware Siemens 6gk5816-1ba00-2aa2 - All All All
Operating System Siemens 6gk5816-1ba00-2aa2 Firmware All All All All
Hardware Siemens 6gk5826-2ab00-2ab2 - All All All
Operating System Siemens 6gk5826-2ab00-2ab2 Firmware All All All Al
Hardware Siemens 6gk5853-2ea00-2da1 - All All All
Operating System Siemens 6gk5853-2ea00-2dal Firmware All All All Al
Hardware Siemens 6gk5856-2ea00-3aa1 - All All All
Operating System Siemens 6gk5856-2ea00-3aal Firmware All All All All
Hardware Siemens 6gk5856-2ea00-3da1 - All All All
Operating System Siemens 6gk5856-2ea00-3dal Firmware All All All All
Hardware Siemens 6gk5874-2aa00-2aa2 - All All All
Operating System Siemens 6gk5874-2aa00-2aa2 Firmware All All All All
Hardware Siemens 6gk5874-3aa00-2aa2 - All All All
Operating System Siemens 6gk5874-3aa00-2aa2 Firmware All All All All
Hardware Siemens 6gk5876-3aa02-2ba2 - All All All
Operating System Siemens 6gk5876-3aa02-2ba2 Firmware All All All All
Hardware Siemens 6gk5876-3aa02-2ea2 - All All All
Operating System Siemens 6gk5876-3aa02-2ea2 Firmware All All All All
Hardware Siemens 6gk5876-4aa00-2ba2 - All All All
Operating System Siemens 6gk5876-4aa00-2ba2 Firmware All All All All
Hardware Siemens 6gk5876-4aa00-2da2 - All All All
Operating System Siemens 6gk5876-4aa00-2da2 Firmware All All All All
Hardware Siemens 6gk6108-4am00-2ba2 - All All All
Operating System Siemens 6gk6108-4am00-2ba2 Firmware All All All All
Hardware Siemens 6gk6108-4am00-2da2 - All All All
Operating System Siemens 6gk6108-4am00-2da2 Firmware All All All All

Source Vendor Product Version Platforms
CNA Siemens RUGGEDCOM RM1224 LTE4G EU affected V7.1.2 custom Not specified
CNA Siemens RUGGEDCOM RM1224 LTE4G NAM affected V7.1.2 custom Not specified
CNA Siemens SCALANCE M804PB affected V7.1.2 custom Not specified
CNA Siemens SCALANCE M812-1 ADSL-Router affected V7.1.2 custom Not specified
CNA Siemens SCALANCE M812-1 ADSL-Router affected V7.1.2 custom Not specified
CNA Siemens SCALANCE M816-1 ADSL-Router affected V7.1.2 custom Not specified
CNA Siemens SCAI ANCF M816-1 ANDSI -Roiiter affected V7 1 2 custom Not snecified



http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5816-1ba00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5816-1ba00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5826-2ab00-2ab2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5826-2ab00-2ab2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5853-2ea00-2da1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5853-2ea00-2da1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3aa1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3aa1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3da1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3da1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-2aa00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-2aa00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-3aa00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-3aa00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ea2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ea2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2da2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2da2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2da2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2da2_firmware
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RM1224_LTE4G_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RM1224_LTE4G_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M804PB
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE M826-2 SHDSL-Router

SCALANCE M874-2

SCALANCE M874-3

SCALANCE M876-3

SCALANCE M876-3 ROK

SCALANCE M876-4

SCALANCE M876-4 EU

SCALANCE M876-4 NAM

SCALANCE MUMB853-1 EU

SCALANCE MUM856-1 EU

SCALANCE MUM856-1 RoW

SCALANCE S615 EEC LAN-Router

SCALANCE S615 LAN-Router

SCALANCE SC622-2C

SCALANCE SC632-2C

SCALANCE SC636-2C

SCALANCE SC642-2C

SCALANCE SC646-2C

SCALANCE W1748-1 M12

SCALANCE W1748-1 M12

SCALANCE W1788-1 M12

SCALANCE W1788-2 EEC M12

SCALANCE W1788-2 M12

SCALANCE W1788-2I1A M12

SCALANCE W721-1 RJ45

SCALANCE W721-1 RJ45

SCALANCE W721-1 RJ45

SCALANCE W721-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W722-1 RJ45

SCALANCE W734-1 RJ45

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected V7.1.2 custom

affected All versions < V3.0

affected All versions < V3.0

affected All versions < V3.0

affected All versions < V3.0

affected All versions < V3.0

affected * custom

affected * custom

affected * custom

affected * custom

affected * custom

affected * custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

R

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M826-2_SHDSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3_ROK
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_RoW
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_EEC_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC622-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC632-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC636-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC642-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC646-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_EEC_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2IA_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W734-1

SCALANCE W738-1

SCALANCE W738-1

SCALANCE W738-1

SCALANCE W738-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W748-1

SCALANCE W761-1

SCALANCE W761-1

SCALANCE W761-1

SCALANCE W761-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W774-1

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45 USA

RJ45 USA

M12

M12

M12

M12

M12

M12

M12

M12

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

M12 EEC

M12 EEC

M12 EEC

M12 EEC

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

RJ45

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE W774-1

SCALANCE W774-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W778-1

SCALANCE W786-1

SCALANCE W786-1

SCALANCE W786-1

SCALANCE W786-1

RJ45 USA

RJ45 USA

M12

M12

M12

M12

M12 EEC

M12 EEC

M12 EEC USA

M12 EEC USA

RJ45

RJ45

RJ45

RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 RJ45

SCALANCE W786-2 SFP

SCALANCE W786-2 SFP

SCALANCE W786-2 SFP

SCALANCE W786-2 SFP

SCALANCE W786-21A RJ45

SCALANCE W786-2IA RJ45

SCALANCE W786-21A RJ45

SCALANCE W786-2IA RJ45

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

SCALANCE W788-1

M12

M12

M12

M12

RJ45

RJ45

RJ45

RJ45

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2IA_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2IA_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2IA_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2IA_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-1_RJ45

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE W788-2 M12

SCALANCE W788-2 M12

SCALANCE W788-2 M12

SCALANCE W788-2 M12

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 M12 EEC

SCALANCE W788-2 RJ45

SCALANCE W788-2 RJ45

SCALANCE W788-2 RJ45

SCALANCE W788-2 RJ45

SCALANCE W788-2 RJ45

SCALANCE W788-2 RJ45

SCALANCE WAM763-1

SCALANCE WAM766-1

SCALANCE WAM766-1 US

SCALANCE WAM766-1 EEC

SCALANCE WAM766-1 EEC US

SCALANCE WUM763-1

SCALANCE WUM763-1

SCALANCE WUM766-1

SCALANCE WUM766-1 USA

SCALANCE XB205-3 SC PN

SCALANCE XB205-3 ST E/IP

SCALANCE XB205-3 ST E/IP

SCALANCE XB205-3 ST PN

SCALANCE XB205-3LD SC E/IP

SCALANCE XB205-3LD SC PN

SCALANCE XB208 E/IP

SCALANCE XB208 PN

SCALANCE XB213-3 SC E/IP

SCALANCE XB213-3 SC PN

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected V6.6.0 custom

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected All versions < V2.0

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W788-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WAM763-1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WAM766-1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WAM766-1_US
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WAM766-1_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WAM766-1_EEC_US
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WUM763-1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WUM763-1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WUM766-1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_WUM766-1_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3_SC_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3_ST_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3_ST_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3_ST_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3LD_SC_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB205-3LD_SC_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB208_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB208_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3_SC_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3_SC_PN

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE XB213-3 ST E/IP

SCALANCE XB213-3 ST PN

SCALANCE XB213-3LD SC E/IP

SCALANCE XB213-3LD SC PN

SCALANCE XB216 E/IP

SCALANCE XB216 PN

SCALANCE XC206-2 SC

SCALANCE XC206-2 ST/BFOC

SCALANCE XC206-2G PoE

SCALANCE XC206-2G PoE 54 V DC

SCALANCE XC206-2G PoE EEC 54 V DC

SCALANCE XC206-2SFP

SCALANCE XC206-2SFP EEC

SCALANCE XC206-2SFP G

SCALANCE XC206-2SFP G EIP DEF.

SCALANCE XC206-2SFP G EEC

SCALANCE XC208

SCALANCE XC208EEC

SCALANCE XC208G

SCALANCE XC208G EIP Def.

SCALANCE XC208G EEC

SCALANCE XC208G PoE

SCALANCE XC208G PoE 54 V DC

SCALANCE XC216

SCALANCE XC216-3G PoE

SCALANCE XC216-3G PoE 54 V DC

SCALANCE XC216-4C

SCALANCE XC216-4C G

SCALANCE XC216-4C G EIP Def.

SCALANCE XC216-4C G EEC

SCALANCE XC216EEC

SCALANCE XC224

SCALANCE XC224-4C G

SCALANCE XC224-4C G EIP Def.

SCALANCE XC224-4C G EEC

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3_ST_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3_ST_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3LD_SC_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB213-3LD_SC_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB216_E/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XB216_PN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2_SC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2_ST/BFOC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2G_PoE
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2G_PoE_54_V_DC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2G_PoE_EEC_54_V_DC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2SFP_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2SFP_G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2SFP_G_EIP_DEF.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC206-2SFP_G_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208G_EIP_def.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208G_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208G_PoE
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC208G_PoE_54_V_DC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-3G_PoE
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-3G_PoE_54_V_DC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-4C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-4C_G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-4C_G_EIP_Def.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216-4C_G_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC216EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC224
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC224-4C_G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC224-4C_G_EIP_Def.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC224-4C_G_EEC

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE XF204

SCALANCE XF204 DNA

SCALANCE XF204-2BA

SCALANCE XF204-2BA DNA

SCALANCE XM408-4C

SCALANCE XM408-4C L3 Int.

SCALANCE XM408-8C

SCALANCE XM408-8C L3 Int.

SCALANCE XM416-4C

SCALANCE XM416-4C L3 Int.

SCALANCE XP208

SCALANCE XP208 Ethernet/IP

SCALANCE XP208EEC

SCALANCE XP208PoE EEC

SCALANCE XP216

SCALANCE XP216 Ethernet/IP

SCALANCE XP216EEC

SCALANCE XP216POE EEC

SCALANCE XR324WG 24 X FE AC 230V

SCALANCE XR324WG 24 X FE DC 24V

SCALANCE XR326-2C PoE WG

SCALANCE XR326-2C PoE WG Without UL

SCALANCE XR328-4C WG 24XFE 4XGE 24V

SCALANCE XR328-4C WG 24xFE 4xGEDC24V

SCALANCE XR328-4C WG 24xFE4xGEAC230V

SCALANCE XR328-4C WG 24xFE4xGEAC230V

SCALANCE XR328-4C WG 28xGE AC 230V

SCALANCE XR328-4C WG 28xGE DC 24V

SCALANCE XR524-8C 1x230V

SCALANCE XR524-8C 1x230V L3 Int.

SCALANCE XR524-8C 24V

SCALANCE XR524-8C 24V L3 Int.

SCALANCE XR524-8C 2x230V

SCALANCE XR524-8C 2x230V L3 Int.

SCALANCE XR526-8C 1x230V

SCALANCE XR526-8C 1x230V L3 Int.

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V4.4 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

affected V6.6 custom

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XF204
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XF204_DNA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XF204-2BA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XF204-2BA_DNA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-4C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-4C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-8C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-8C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM416-4C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM416-4C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208_Ethernet/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208PoE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216_Ethernet/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216POE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR324WG_24_x_FE_AC_230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR324WG_24_X_FE_DC_24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR326-2C_PoE_WG
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR326-2C_PoE_WG_without_UL
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_24XFE_4XGE_24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_24xFE_4xGEDC24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_24xFE4xGEAC230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_24xFE4xGEAC230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_28xGE_AC_230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR328-4C_WG_28xGE_DC_24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_1x230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_1x230V_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_24V_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_2x230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR524-8C_2x230V_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_1x230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_1x230V_L3_int.

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

SCALANCE XR526-8C 24V

SCALANCE XR526-8C 24V L3 Int.

SCALANCE XR526-8C 2x230V

SCALANCE XR526-8C 2x230V L3 Int.

SCALANCE XR528-6M

SCALANCE XR528-6M 2HR2 L3 Int.

SCALANCE XR528-6M 2HR2

SCALANCE XR528-6M L3 Int.

SCALANCE XR552-12M

SCALANCE XR552-12M 2HR2 L3 Int.

SCALANCE XR552-12M 2HR2

SCALANCE XR552-12M 2HR2

SIPLUS NET SCALANCE XC206-2

SIPLUS NET SCALANCE XC206-2SFP

SIPLUS NET SCALANCE XC208

SIPLUS NET SCALANCE XC216-4C

affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V6.6 custom Not specified
affected V4.4 custom Not specified
affected V4.4 custom Not specified
affected V4.4 custom Not specified
affected V4.4 custom Not specified

References

Reference

/]

CVE Program record

NVD vulnerability detail

Source

cert-portal.siemens.com/productcert/pdf/ssa-552702.pdf af854a83a-2127-422b-91ae
cert-portal.siemens.com/productcert/html/ssa-019200.html  productcert@siemens.com

cert-portal.siemens.com/productcert/html/ssa-552702.html  productcert@siemens.com

CVE.ORG

NVD

Link Tags
-364da2661108 cert-portal.siemens.com  Mitigatiol
cert-portal.siemens.com
cert-portal.siemens.com
WWWw.cve.org canonicg
nvd.nist.gov canonice

I S |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591338 Siemens SCALANCE and RUGGEDCOM Products Privilege Escalation Vulnerability (ICSA-22-286-11, SSA-552702)

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.


http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_24V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_24V_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_2x230V
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR526-8C_2x230V_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR528-6M
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR528-6M_2HR2_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR528-6M_2HR2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR528-6M_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR552-12M
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR552-12M_2HR2_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR552-12M_2HR2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR552-12M_2HR2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_NET_SCALANCE_XC206-2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_NET_SCALANCE_XC206-2SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_NET_SCALANCE_XC208
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_NET_SCALANCE_XC216-4C
https://cert-portal.siemens.com/productcert/pdf/ssa-552702.pdf
https://cert-portal.siemens.com/productcert/html/ssa-019200.html
https://cert-portal.siemens.com/productcert/html/ssa-552702.html
https://www.cve.org/CVERecord?id=CVE-2022-31765
https://nvd.nist.gov/vuln/detail/CVE-2022-31765
http://cve.report/qid/591338
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/api
https://status.cve.report

	CVE-2022-31765
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References
	Legacy QID Mappings


