
CVE-2022-31765
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-31765

State PUBLISHED

Assigner siemens

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 11:15:09 UTC

Updated 2026-04-14 09:16:29 UTC

Description Affected devices do not properly authorize the change password function of the web interface. This could allow low privileged users to escalate their privileges.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.005040000 probability, percentile 0.661480000 (date 2026-04-15)

Problem Types: CWE-862 | CWE-862 CWE-862: Missing Authorization

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 productcert@siemens.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2022-31765/mitre
https://cve.report/CVE-2022-31765/nist
https://cve.report/CVE-2022-31765/cve_org
https://cve.report/api/cve/CVE-2022-31765.json
https://cve.report/CVE-2022-31765.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens 6ag1206-2bb00-7ac2 - All All All

Operating System Siemens 6ag1206-2bb00-7ac2 Firmware - All All All

Hardware Siemens 6ag1206-2bs00-7ac2 - All All All

Operating System Siemens 6ag1206-2bs00-7ac2 Firmware - All All All

Hardware Siemens 6ag1208-0ba00-7ac2 - All All All

Operating System Siemens 6ag1208-0ba00-7ac2 Firmware - All All All

Hardware Siemens 6ag1216-4bs00-7ac2 - All All All

Operating System Siemens 6ag1216-4bs00-7ac2 Firmware - All All All

Hardware Siemens 6gk5204-0ba00-2gf2 - All All All

Operating System Siemens 6gk5204-0ba00-2gf2 Firmware - All All All

Hardware Siemens 6gk5204-0ba00-2yf2 - All All All

Operating System Siemens 6gk5204-0ba00-2yf2 Firmware - All All All

Hardware Siemens 6gk5204-2aa00-2gf2 - All All All

Operating System Siemens 6gk5204-2aa00-2gf2 Firmware - All All All

Hardware Siemens 6gk5204-2aa00-2yf2 - All All All

Operating System Siemens 6gk5204-2aa00-2yf2 Firmware - All All All

Hardware Siemens 6gk5205-3bb00-2ab2 - All All All

Operating System Siemens 6gk5205-3bb00-2ab2 Firmware - All All All

Hardware Siemens 6gk5205-3bb00-2tb2 - All All All

Operating System Siemens 6gk5205-3bb00-2tb2 Firmware - All All All

Hardware Siemens 6gk5205-3bd00-2ab2 - All All All

Operating System Siemens 6gk5205-3bd00-2ab2 Firmware - All All All

Hardware Siemens 6gk5205-3bd00-2tb2 - All All All

Operating System Siemens 6gk5205-3bd00-2tb2 Firmware - All All All

Hardware Siemens 6gk5205-3bf00-2ab2 - All All All

Operating System Siemens 6gk5205-3bf00-2ab2 Firmware - All All All

Hardware Siemens 6gk5205-3bf00-2tb2 - All All All

Operating System Siemens 6gk5205-3bf00-2tb2 Firmware - All All All

Integrity

High

Availability

High
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Operating System Siemens 6gk5205-3bf00-2tb2 Firmware - All All All

Hardware Siemens 6gk5206-2bb00-2ac2 - All All All

Operating System Siemens 6gk5206-2bb00-2ac2 Firmware - All All All

Hardware Siemens 6gk5206-2bd00-2ac2 - All All All

Operating System Siemens 6gk5206-2bd00-2ac2 Firmware - All All All

Hardware Siemens 6gk5206-2bs00-2ac2 - All All All

Operating System Siemens 6gk5206-2bs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5206-2bs00-2fc2 - All All All

Operating System Siemens 6gk5206-2bs00-2fc2 Firmware - All All All

Hardware Siemens 6gk5206-2gs00-2ac2 - All All All

Operating System Siemens 6gk5206-2gs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5206-2gs00-2fc2 - All All All

Operating System Siemens 6gk5206-2gs00-2fc2 Firmware - All All All

Hardware Siemens 6gk5206-2gs00-2tc2 - All All All

Operating System Siemens 6gk5206-2gs00-2tc2 Firmware - All All All

Hardware Siemens 6gk5206-2rs00-2ac2 - All All All

Operating System Siemens 6gk5206-2rs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5206-2rs00-5ac2 - All All All

Operating System Siemens 6gk5206-2rs00-5ac2 Firmware - All All All

Hardware Siemens 6gk5206-2rs00-5fc2 - All All All

Operating System Siemens 6gk5206-2rs00-5fc2 Firmware - All All All

Hardware Siemens 6gk5208-0ba00-2ab2 - All All All

Operating System Siemens 6gk5208-0ba00-2ab2 Firmware - All All All

Hardware Siemens 6gk5208-0ba00-2ac2 - All All All

Operating System Siemens 6gk5208-0ba00-2ac2 Firmware - All All All

Hardware Siemens 6gk5208-0ba00-2fc2 - All All All

Operating System Siemens 6gk5208-0ba00-2fc2 Firmware - All All All

Hardware Siemens 6gk5208-0ba00-2tb2 - All All All

Operating System Siemens 6gk5208-0ba00-2tb2 Firmware - All All All

Hardware Siemens 6gk5208-0ga00-2ac2 - All All All

Operating System Siemens 6gk5208-0ga00-2ac2 Firmware - All All All

Hardware Siemens 6gk5208-0ga00-2fc2 - All All All

Operating System Siemens 6gk5208-0ga00-2fc2 Firmware - All All All

Hardware Siemens 6gk5208-0ga00-2tc2 - All All All

Operating System Siemens 6gk5208-0ga00-2tc2 Firmware - All All All

Hardware Siemens 6gk5208-0ha00-2as6 - All All All
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Operating System Siemens 6gk5208-0ha00-2as6 Firmware - All All All

Hardware Siemens 6gk5208-0ha00-2es6 - All All All

Operating System Siemens 6gk5208-0ha00-2es6 Firmware - All All All

Hardware Siemens 6gk5208-0ha00-2ts6 - All All All

Operating System Siemens 6gk5208-0ha00-2ts6 Firmware - All All All

Hardware Siemens 6gk5208-0ra00-2ac2 - All All All

Operating System Siemens 6gk5208-0ra00-2ac2 Firmware - All All All

Hardware Siemens 6gk5208-0ra00-5ac2 - All All All

Operating System Siemens 6gk5208-0ra00-5ac2 Firmware - All All All

Hardware Siemens 6gk5208-0ua00-5es6 - All All All

Operating System Siemens 6gk5208-0ua00-5es6 Firmware - All All All

Hardware Siemens 6gk5213-3bb00-2ab2 - All All All

Operating System Siemens 6gk5213-3bb00-2ab2 Firmware - All All All

Hardware Siemens 6gk5213-3bb00-2tb2 - All All All

Operating System Siemens 6gk5213-3bb00-2tb2 Firmware - All All All

Hardware Siemens 6gk5213-3bd00-2ab2 - All All All

Operating System Siemens 6gk5213-3bd00-2ab2 Firmware - All All All

Hardware Siemens 6gk5213-3bd00-2tb2 - All All All

Operating System Siemens 6gk5213-3bd00-2tb2 Firmware - All All All

Hardware Siemens 6gk5213-3bf00-2ab2 - All All All

Operating System Siemens 6gk5213-3bf00-2ab2 Firmware - All All All

Hardware Siemens 6gk5213-3bf00-2tb2 - All All All

Operating System Siemens 6gk5213-3bf00-2tb2 Firmware - All All All

Hardware Siemens 6gk5216-0ba00-2ab2 - All All All

Operating System Siemens 6gk5216-0ba00-2ab2 Firmware - All All All

Hardware Siemens 6gk5216-0ba00-2ac2 - All All All

Operating System Siemens 6gk5216-0ba00-2ac2 Firmware - All All All

Hardware Siemens 6gk5216-0ba00-2fc2 - All All All

Operating System Siemens 6gk5216-0ba00-2fc2 Firmware - All All All

Hardware Siemens 6gk5216-0ba00-2tb2 - All All All

Operating System Siemens 6gk5216-0ba00-2tb2 Firmware - All All All

Hardware Siemens 6gk5216-0ha00-2as6 - All All All

Operating System Siemens 6gk5216-0ha00-2as6 Firmware - All All All

Hardware Siemens 6gk5216-0ha00-2es6 - All All All

Operating System Siemens 6gk5216-0ha00-2es6 Firmware - All All All

Hardware Siemens 6gk5216-0ha00-2ts6 - All All All
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Hardware Siemens 6gk5216-0ha00-2ts6 - All All All

Operating System Siemens 6gk5216-0ha00-2ts6 Firmware - All All All

Hardware Siemens 6gk5216-0ua00-5es6 - All All All

Operating System Siemens 6gk5216-0ua00-5es6 Firmware - All All All

Hardware Siemens 6gk5216-3rs00-2ac2 - All All All

Operating System Siemens 6gk5216-3rs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5216-3rs00-5ac2 - All All All

Operating System Siemens 6gk5216-3rs00-5ac2 Firmware - All All All

Hardware Siemens 6gk5216-4bs00-2ac2 - All All All

Operating System Siemens 6gk5216-4bs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5216-4gs00-2ac2 - All All All

Operating System Siemens 6gk5216-4gs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5216-4gs00-2fc2 - All All All

Operating System Siemens 6gk5216-4gs00-2fc2 Firmware - All All All

Hardware Siemens 6gk5216-4gs00-2tc2 - All All All

Operating System Siemens 6gk5216-4gs00-2tc2 Firmware - All All All

Hardware Siemens 6gk5224-0ba00-2ac2 - All All All

Operating System Siemens 6gk5224-0ba00-2ac2 Firmware - All All All

Hardware Siemens 6gk5224-4gs00-2ac2 - All All All

Operating System Siemens 6gk5224-4gs00-2ac2 Firmware - All All All

Hardware Siemens 6gk5224-4gs00-2fc2 - All All All

Operating System Siemens 6gk5224-4gs00-2fc2 Firmware - All All All

Hardware Siemens 6gk5224-4gs00-2tc2 - All All All

Operating System Siemens 6gk5224-4gs00-2tc2 Firmware - All All All

Hardware Siemens 6gk5324-0ba00-2ar3 - All All All

Operating System Siemens 6gk5324-0ba00-2ar3 Firmware - All All All

Hardware Siemens 6gk5324-0ba00-3ar3 - All All All

Operating System Siemens 6gk5324-0ba00-3ar3 Firmware - All All All

Hardware Siemens 6gk5326-2qs00-3ar3 - All All All

Operating System Siemens 6gk5326-2qs00-3ar3 Firmware - All All All

Hardware Siemens 6gk5326-2qs00-3rr3 - All All All

Operating System Siemens 6gk5326-2qs00-3rr3 Firmware - All All All

Hardware Siemens 6gk5328-4fs00-2ar3 - All All All

Operating System Siemens 6gk5328-4fs00-2ar3 Firmware - All All All

Hardware Siemens 6gk5328-4fs00-2rr3 - All All All
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Operating System Siemens 6gk5874-3aa00-2aa2 Firmware All All All All

Hardware Siemens 6gk5876-3aa02-2ba2 - All All All

Operating System Siemens 6gk5876-3aa02-2ba2 Firmware All All All All

Hardware Siemens 6gk5876-3aa02-2ea2 - All All All

Operating System Siemens 6gk5876-3aa02-2ea2 Firmware All All All All

Hardware Siemens 6gk5876-4aa00-2ba2 - All All All

Operating System Siemens 6gk5876-4aa00-2ba2 Firmware All All All All

Hardware Siemens 6gk5876-4aa00-2da2 - All All All

Operating System Siemens 6gk5876-4aa00-2da2 Firmware All All All All

Hardware Siemens 6gk6108-4am00-2ba2 - All All All

Operating System Siemens 6gk6108-4am00-2ba2 Firmware All All All All

Hardware Siemens 6gk6108-4am00-2da2 - All All All

Operating System Siemens 6gk6108-4am00-2da2 Firmware All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Siemens RUGGEDCOM RM1224 LTE4G EU affected V7.1.2 custom Not specified

CNA Siemens RUGGEDCOM RM1224 LTE4G NAM affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M804PB affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M812-1 ADSL-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M812-1 ADSL-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M816-1 ADSL-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M816-1 ADSL-Router affected V7.1.2 custom Not specified

http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5816-1ba00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5816-1ba00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5826-2ab00-2ab2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5826-2ab00-2ab2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5853-2ea00-2da1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5853-2ea00-2da1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3aa1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3aa1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3da1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5856-2ea00-3da1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-2aa00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-2aa00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-3aa00-2aa2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5874-3aa00-2aa2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ea2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-3aa02-2ea2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2da2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5876-4aa00-2da2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2ba2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2ba2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2da2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk6108-4am00-2da2_firmware
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RM1224_LTE4G_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RM1224_LTE4G_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M804PB
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router


CNA Siemens SCALANCE M816-1 ADSL-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M826-2 SHDSL-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M874-2 affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M874-3 affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M876-3 affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M876-3 ROK affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M876-4 affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M876-4 EU affected V7.1.2 custom Not specified

CNA Siemens SCALANCE M876-4 NAM affected V7.1.2 custom Not specified

CNA Siemens SCALANCE MUM853-1 EU affected V7.1.2 custom Not specified

CNA Siemens SCALANCE MUM856-1 EU affected V7.1.2 custom Not specified

CNA Siemens SCALANCE MUM856-1 RoW affected V7.1.2 custom Not specified

CNA Siemens SCALANCE S615 EEC LAN-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE S615 LAN-Router affected V7.1.2 custom Not specified

CNA Siemens SCALANCE SC622-2C affected All versions < V3.0 Not specified

CNA Siemens SCALANCE SC632-2C affected All versions < V3.0 Not specified

CNA Siemens SCALANCE SC636-2C affected All versions < V3.0 Not specified

CNA Siemens SCALANCE SC642-2C affected All versions < V3.0 Not specified

CNA Siemens SCALANCE SC646-2C affected All versions < V3.0 Not specified

CNA Siemens SCALANCE W1748-1 M12 affected * custom Not specified

CNA Siemens SCALANCE W1748-1 M12 affected * custom Not specified

CNA Siemens SCALANCE W1788-1 M12 affected * custom Not specified

CNA Siemens SCALANCE W1788-2 EEC M12 affected * custom Not specified

CNA Siemens SCALANCE W1788-2 M12 affected * custom Not specified

CNA Siemens SCALANCE W1788-2IA M12 affected * custom Not specified

CNA Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M826-2_SHDSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3_ROK
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_RoW
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_EEC_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC622-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC632-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC636-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC642-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC646-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_EEC_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2IA_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45


CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W734-1 RJ45 USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45


CNA Siemens SCALANCE W774-1 RJ45 USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W774-1 RJ45 USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 EEC USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W778-1 M12 EEC USA affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
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CNA Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

CNA Siemens SCALANCE WAM763-1 affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WAM766-1 affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WAM766-1 US affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WAM766-1 EEC affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WAM766-1 EEC US affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WUM763-1 affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WUM763-1 affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WUM766-1 affected All versions < V2.0 Not specified

CNA Siemens SCALANCE WUM766-1 USA affected All versions < V2.0 Not specified

CNA Siemens SCALANCE XB205-3 SC PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB205-3 ST E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB205-3 ST E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB205-3 ST PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB205-3LD SC E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB205-3LD SC PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB208 E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB208 PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB213-3 SC E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB213-3 SC PN affected V4.4 custom Not specified
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CNA Siemens SCALANCE XB213-3 ST E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB213-3 ST PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB213-3LD SC E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB213-3LD SC PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XB216 E/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XB216 PN affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2 SC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2 ST/BFOC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2G PoE affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2G PoE 54 V DC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2G PoE EEC 54 V DC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2SFP affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2SFP EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2SFP G affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2SFP G EIP DEF. affected V4.4 custom Not specified

CNA Siemens SCALANCE XC206-2SFP G EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208 affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208G affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208G EIP Def. affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208G EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208G PoE affected V4.4 custom Not specified

CNA Siemens SCALANCE XC208G PoE 54 V DC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216 affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-3G PoE affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-3G PoE 54 V DC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-4C affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-4C G affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-4C G EIP Def. affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216-4C G EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC216EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XC224 affected V4.4 custom Not specified

CNA Siemens SCALANCE XC224-4C G affected V4.4 custom Not specified

CNA Siemens SCALANCE XC224-4C G EIP Def. affected V4.4 custom Not specified

CNA Siemens SCALANCE XC224-4C G EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XF204 affected V4.4 custom Not specified
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CNA Siemens SCALANCE XF204 affected V4.4 custom Not specified

CNA Siemens SCALANCE XF204 DNA affected V4.4 custom Not specified

CNA Siemens SCALANCE XF204-2BA affected V4.4 custom Not specified

CNA Siemens SCALANCE XF204-2BA DNA affected V4.4 custom Not specified

CNA Siemens SCALANCE XM408-4C affected V6.6 custom Not specified

CNA Siemens SCALANCE XM408-4C L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XM408-8C affected V6.6 custom Not specified

CNA Siemens SCALANCE XM408-8C L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XM416-4C affected V6.6 custom Not specified

CNA Siemens SCALANCE XM416-4C L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XP208 affected V4.4 custom Not specified

CNA Siemens SCALANCE XP208 Ethernet/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XP208EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XP208PoE EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XP216 affected V4.4 custom Not specified

CNA Siemens SCALANCE XP216 Ethernet/IP affected V4.4 custom Not specified

CNA Siemens SCALANCE XP216EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XP216POE EEC affected V4.4 custom Not specified

CNA Siemens SCALANCE XR324WG 24 X FE AC 230V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR324WG 24 X FE DC 24V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR326-2C PoE WG affected V4.4 custom Not specified

CNA Siemens SCALANCE XR326-2C PoE WG Without UL affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 24XFE 4XGE 24V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 24xFE 4xGEDC24V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 24xFE4xGEAC230V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 24xFE4xGEAC230V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 28xGE AC 230V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR328-4C WG 28xGE DC 24V affected V4.4 custom Not specified

CNA Siemens SCALANCE XR524-8C 1x230V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR524-8C 1x230V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR524-8C 24V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR524-8C 24V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR524-8C 2x230V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR524-8C 2x230V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 1x230V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 1x230V L3 Int. affected V6.6 custom Not specified
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CNA Siemens SCALANCE XR526-8C 1x230V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 24V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 24V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 2x230V affected V6.6 custom Not specified

CNA Siemens SCALANCE XR526-8C 2x230V L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR528-6M affected V6.6 custom Not specified

CNA Siemens SCALANCE XR528-6M 2HR2 L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR528-6M 2HR2 affected V6.6 custom Not specified

CNA Siemens SCALANCE XR528-6M L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR552-12M affected V6.6 custom Not specified

CNA Siemens SCALANCE XR552-12M 2HR2 L3 Int. affected V6.6 custom Not specified

CNA Siemens SCALANCE XR552-12M 2HR2 affected V6.6 custom Not specified

CNA Siemens SCALANCE XR552-12M 2HR2 affected V6.6 custom Not specified

CNA Siemens SIPLUS NET SCALANCE XC206-2 affected V4.4 custom Not specified

CNA Siemens SIPLUS NET SCALANCE XC206-2SFP affected V4.4 custom Not specified

CNA Siemens SIPLUS NET SCALANCE XC208 affected V4.4 custom Not specified

CNA Siemens SIPLUS NET SCALANCE XC216-4C affected V4.4 custom Not specified

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-552702.pdf af854a3a-2127-422b-91ae-364da2661108 cert-portal.siemens.com Mitigation, Patch, Vendor Advisory

cert-portal.siemens.com/productcert/html/ssa-019200.html productcert@siemens.com cert-portal.siemens.com

cert-portal.siemens.com/productcert/html/ssa-552702.html productcert@siemens.com cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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