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Summary

CVE CVE-2022-31780

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-10 06:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description Improper Input Validation vulnerability in HTTP/2 frame handling of Apache Traffic Server allows an attacker to smuggle requests. This issue affects Apache Traffic Server 8.0.0 to 9.1.2.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Traffic Server All All All All

Application Apache Traffic Server All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3279-1] trafficserver security update MLIST lists.debian.org

N/A CONFIRM lists.apache.org

[SECURITY] Fedora 35 Update: trafficserver-9.1.3-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: trafficserver-9.1.3-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-5206-1 trafficserver DEBIAN www.debian.org

[SECURITY] Fedora 35 Update: trafficserver-9.1.3-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: trafficserver-9.1.3-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Traffic Server would like to thank Bahruz Jabiyev, Steven Sprecher,
Anthony Gavazzi, Tommaso Innocenti, Kaan Onarlioglu, and Engin Kirda for reporting these
issues.

Legacy QID Mappings
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180937 Debian Security Update for trafficserver (DSA 5206-1)

181490 Debian Security Update for trafficserver (DLA 3279-1)

184300 Debian Security Update for trafficserver (CVE-2022-31780)

283054 Fedora Security Update for trafficserver (FEDORA-2022-9832c0c04b)

283055 Fedora Security Update for trafficserver (FEDORA-2022-23043f5a0b)
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