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Summary

CVE CVE-2022-31795

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-20 15:15:00 UTC

Updated 2022-06-27 18:48:00 UTC

Description An issue was discovered on Fujitsu ETERNUS CentricStor CS8000 (Control Center) devices before 8.1A SP02 P04. The vulnerability resides in the grel_finfo function in grel.php. An attacker is able to influence the username (user), password (pw), and file-name (file) parameters and inject special characters such as semicolons, backticks, or command-substitution sequences in order to force the application to execute arbitrary commands.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujitsu Eternus Cs8000 - All All All

Operating System Fujitsu Eternus Cs8000 Firmware All All All All

Operating System Fujitsu Eternus Cs8000 Firmware 8.1 - All All

References

Reference Source Link

Technical Advisory – FUJITSU CentricStor Control Center – NCC Group Research MISC research.nccgroup.com

support.ts.fujitsu.com/ProductSecurity/content/Fujitsu-PSIRT-PSS-IS-2022-050316-Secu... MISC support.ts.fujitsu.com

CWE - CWE-78: Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') (4.9) MISC cwe.mitre.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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